
UNIVERSIDADE DO ESTADO DE SANTA CATARINA – UDESC 

CENTRO DE CIÊNCIAS TECNOLÓGICAS – CCT 

PROGRAMA DE PÓS-GRADUAÇÃO EM ENGENHARIA ELÉTRICA – PPGEEL 

 

 

 

 

 

JÔNATAS VENANCIO TEIXEIRA 

 

 

 

 

 

GRID-CPS: A 5C COMPLIANT DISTRIBUTED CYBER-PHYSICAL SYSTEM FOR 
I4.0 MANUFACTURE AUTOMATION 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

JOINVILLE 

2026  

 



JÔNATAS VENANCIO TEIXEIRA 

 

 

 

 

 

 

 

 

 

 

 

Grid-CPS: A 5C Compliant Cyber-Physical System for I4.0 Manufacture Automation 

 

 

 

Proposal submitted for the Thesis Exam at 
the Centro de Ciências Tecnológicas of the 
Santa Catarina State University, as a 
partial requirement for obtaining the title of 
Doctor in Electrical Engineering. 
Supervisor: Marcelo da Silva Hounsell, 
PhD. 
Co-supervisor: Douglas Wildgrube Bertol, 
PhD. 

 
 

 

 

 

 

 

 

 

JOINVILLE 

2026  



Ficha catalográfica elaborada pelo programa de geração automática da 

Biblioteca Universitária Udesc,

 com os dados fornecidos pelo(a) autor(a)

Teixeira, Jônatas Venancio
      GRID-CPS : A 5C COMPLIANT DISTRIBUTED
CYBER-PHYSICAL SYSTEM FOR I4.0 MANUFACTURE
AUTOMATION / Jônatas Venancio Teixeira. -- 2026.
      156 p.

      Orientador: Marcelo da Silva Hounsell
      Coorientador: Douglas Wildgrube Bertol
      Tese (doutorado) -- Universidade do Estado de Santa
Catarina, Centro de Ciências Tecnológicas, Programa de
Pós-Graduação , Joinville, 2026.

      1. Smart Factory. 2. System Simulation. 3. Distributed
Control Architectures. 4. Signal-driven Coordination. 5.
Reconfigurable Production Systems. I. da Silva Hounsell,
Marcelo. II. Wildgrube Bertol, Douglas. III. Universidade do
Estado de Santa Catarina, Centro de Ciências Tecnológicas,
Programa de Pós-Graduação . IV. Titulo.



JÔNATAS VENANCIO TEIXEIRA 
 

Grid-CPS: A 5C Compliant Cyber-Physical System for I4.0 Manufacture Automation 

 

Proposal submitted for the Thesis Exam at 
the Centro de Ciências Tecnológicas of the 
Santa Catarina State University, as a 
partial requirement for obtaining the title of 
Doctor in Electrical Engineering. 
 

EXAMINATION BOARD 

 

Marcelo da Silva Hounsell, PhD  

(Supervirsor/President) 

CCT/UDESC-SC 

Douglas Wildgrube Bertol, PhD 

(Co-supervisor) 

CCT/UDESC-SC 

Members: 

Fernando Silvano Gonçalves, PhD  

IFSC - SC 

João Alberto Fabro, PhD  

UTFPR - PR 

Rafael Alceste Berri, PhD  

FURG-RS 

Maurício Aronne Pillon, PhD 

CCT/UDESC-SC 

 

 

 

Joinville – SC, 11th February 2026.  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For all those who didn’t look backwards 

and didn’t lose hope. 

 

  



ACKNOWLEDGMENTS 

 

First to God for his goodness and mercy towards those who seek Him. 

I thank my wife, Stela Cristina Rossato Teixeira, for her patience, company, and 

affection during the years of execution of this project. 

I thank my supervisors, Prof. PhD. Marcelo da Silva Hounsell and Prof. PhD. 

Douglas Wildgrube Bertol, for their help, attention, availability, and patience. 

I thank the members of the examination board for the time invested in reading, 

discussing the work, and helping to improve this document. 

I thank CAPES, UDESC and IFC for their Institutional contributions. 

Finally, I would like to express my thanks to all the people who contributed to 

this work, and my doctorate colleagues.   



ABSTRACT 

Industry 4.0 has introduced significant technological and architectural challenges that 

must be addressed to realize the fourth industrial revolution. To examine how these 

challenges have been approached, a Systematic Literature Review (SLR) was 

conducted, analyzing the integration of Enabling Technologies with Cyber-Physical 

Systems (CPS) and Autonomous Robots. As part of the preliminary analysis, the 5C 

CPS architecture was identified as a suitable reference model and adopted as a 

framework for assessing CPS capability coverage. Following the filtering and analysis 

of 15,144 publications retrieved from ACM Digital Library, Engineering Village, IEEE 

Xplore, ScienceDirect, Scopus, and SpringerLink, the SLR revealed that higher CPS 

levels, namely the Cyber, Cognition, and Configuration layers, remain underexplored. 

Moreover, none of the selected studies simultaneously incorporated Distributed 

Systems and System-of-Systems (SoS) characteristics within their proposed CPS 

architectures. The present research introduces GRID-CPS: a Cyber-Physical System 

designed for robotic manufacturing applications. GRID-CPS complies to 5C 

Architecture while explicitly integrating key principles from Distributed Systems and 

SoS approaches. The architecture is instantiated through a simulation-based 

implementation of its Cyber Layer using a commercial robotic simulator, enabling 

evaluation of architectural feasibility and coordination strategies. This work 

demonstrates how a conceptual Cyber-Physical System, structured according to the 

5C architecture, can be systematically instantiated as a distributed, signal-driven SoS 

and validated through simulation. Beyond consolidating existing architectural 

principles, the study provides practical insights into the decomposition of CPS 

functionality into autonomous yet coordinated software nodes, the explicit modeling of 

inter-node communication via signals and message-based interfaces, and the 

orchestration of robotic behaviors across multiple workstations. The system 

development highlight concrete design, integration, and coordination challenges that 

remain hidden in purely conceptual models, thereby bridging the gap between abstract 

CPS architectures and their operational realization in Industry 4.0 environments. 

 

Keywords: Smart Factory, System Simulation, Distributed Control Architectures, 

Signal-driven Coordination, Reconfigurable Production Systems. 
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1 INTRODUCTION 

 

Last decades’ advances and confluence of several technologies, known 

as Enabling Technologies, permitted the development of the Industry 4.0 (I4.0) 

concept (Bigliardi et al. 2020). I4.0 was introduced in 2011 by the German 

government as a research program in which technological advances were 

merged into a single line of research that would enable the industry of the future 

(Turner et al. 2016). According to Onaji et al. (2022), I4.0 drives the 

manufacturing industry into a new era of autonomous and intelligent information 

exchange, machine control and interoperable production systems. 

The I4.0 enabling technologies include Cyber Physical Systems (CPS), 

Internet of Things (IoT), embedded systems, Digital Twin (DT), cloud computing, 

big data analytics, machine learning, advanced manufacturing technologies with 

sensors, decentralized agent-driven control, Autonomous Robots (AR), 

simulation or Virtual Reality (VR), augmented reality, advanced tracking and 

tracing technologies, cybersecurity and additive manufacturing (Rüβmann et al. 

2015). 

In I4.0 all the production components, such as workers, products, and 

systems, must be integrated into an intelligent, self-organized and autonomously 

optimized system called Cyber Physical Production Systems (CPPS) or Smart 

Factories (Monostori et al. 2016). According to Trappey et al. (2016), CPS is a 

tool to overcome the challenges of I4.0 with characteristics such as timeliness, 

distribution, reliability, fault tolerance, security, scalability, and autonomous 

operation to enhance the transition from I3.0 to I4.0.  

Automated Guided Vehicles (AGV), Autonomous Mobile Robots (AMR) 

and Autonomous Manipulators are cases of AR which can be applied in the 

context of I4.0 to enable flexibility in manufacturing (Monostori et al. 2016). The 

use of AR enables the process of adequacy to different manufacturing demands, 

volume, product features, etc. (Nakayama et al. 2020). AR has gained a lot of 

attention due to the media coverage to service AR, animal-like robots and so on 

(Kleinman 2021). The agility, flexibility, and repeatability of AR constitute key 

enablers for modern manufacturing systems.  
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Agility refers to the capability of robotic systems to respond rapidly to 

changes in production requirements, disturbances, or environmental conditions, 

allowing quick reconfiguration of tasks and workflows. Flexibility complements 

this capability by enabling robots to perform a variety of operations, adapt to 

different product variants, and collaborate with humans and other machines 

across heterogeneous production scenarios. Repeatability, in turn, ensures 

consistent execution of tasks with high precision and reliability, which is essential 

for maintaining product quality and process stability. 

Despite these well-recognized advantages, the effective integration of 

agile, flexible, and repeatable robotic systems into real manufacturing 

environments remains insufficiently explored, particularly with respect to 

implementation complexity, system interoperability, and organizational 

constraints. 

To enable I4.0 to achieve its full potential in manufacturing, several 

architectural models have been proposed as structured guidelines for 

practitioners seeking higher levels of integration between physical processes and 

computational capabilities, as well as increased system autonomy. These models 

address the need to systematically connect machines, process data, perform 

advanced analytics, support informed decision-making, and enable adaptive 

control in complex, interconnected environments. Among these, the 5C CPS 

architecture (Lee et al., 2015) provides a structured, CPS-centric progression 

from data acquisition to autonomous decision-making and self-configuration 

through its five layers: Connection, Conversion, Cyber, Cognition, and 

Configuration. This layered approach offers clear guidance for developing 

intelligent and adaptive manufacturing systems. 

However, implementing the 5C architecture in cyber-physical systems 

(CPS) that incorporate autonomous robots presents significant complexity. 

Autonomous robotic components introduce additional challenges beyond those 

of traditional manufacturing equipment. These include real-time coordination 

among heterogeneous agents. They also involve dynamic motion planning in 

shared or unpredictable spaces. In addition, the system must handle non-

deterministic behaviors, such as varying latencies in sensor data or 
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communication delays. Finally, it must ensure safety and fault tolerance in 

distributed and potentially decentralized setups. 

These factors require careful integration across all five layers of the 5C 

architecture. This integration begins with reliable, low-latency connections and 

accurate conversion of sensor and actuator data. It continues with scalable cyber-

level aggregation and analysis of data from multiple robots to support system-

wide monitoring and optimization. It also requires robust cognition to prioritize 

decisions and effective configuration to enable adaptive control, while managing 

increased system heterogeneity, computational demands, and the risk of 

emergent conflicts in multi-robot scenarios. Therefore, to anticipate the future of 

Industry 4.0, it is important to analyze how CPS and autonomous robots can be 

better integrated.  

1.1 OBJECTIVES  

The objective of this research is to develop a fully featured CPS Robotic 

I4.0 Factory. 

To achieve the main objective, there are some Specific Objectives: 

a) To identify how CPS and AR have been integrated through I4.0         

architectures; 

b) To Identify a reference architecture or framework and develop a fully 

compliant CPS implementation instance for a robotic I4.0 manufacture 

plant; 

c) To simulate and assess the new instance. 

1.2 SCOPE 

This research covers the development of the Cyber Layer of a CPS with 

monitoring, simulation and controlling capabilities of an intelligent manufacturing 

plant using enabling technologies such as Autonomous Robots and Simulation. 

The implementation of the Physical Layer is not part of this research. The 

development of mechanical parts of robots, or the development of robot dynamic 

simulations, trajectory programming, grasping approaches or internal 

mechanisms are not part of this research. The work is restricted to a single 

production line with a loop of machines, not a branched production line. 
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1.3 RESEARCH PARADIGM AND METHODOLOGY 

This research adopts a pragmatic research paradigm, which prioritizes the 

creation of useful solutions to real-world problems (Morgan, 2014). Pragmatism 

also emphasizes the practical consequences of inquiry and the value of 

knowledge in action (Biesta & Burbules, 2003). In applied engineering and 

information-systems research, pragmatism is closely associated with the 

development of technical artifacts intended to improve professional practice, as 

knowledge is evaluated primarily by its utility and applicability (van Aken, 2004).  

From this perspective, the development of system architectures and 

roadmaps constitutes a legitimate form of inquiry, as it produces actionable 

knowledge grounded in real-world problem contexts. Accordingly, the 

development of a model and a roadmap for the implementation of a fully 5C-

compliant CPS aligns with pragmatism’s emphasis on usefulness, feasibility, and 

action-oriented knowledge. 

This research adopts an applied research design, which is appropriate for 

investigations that aim to develop practical solutions to real-world problems 

(Richey & Klein, 2014). Applied research focuses on producing knowledge that 

directly supports the creation or improvement of technical artifacts, methods, and 

processes (van Aken, 2004). The structural purpose of this research is therefore 

application-driven rather than theory-driven, and the work is organized around 

the development of system architecture and a project plan for Industry 4.0 

implementation. 

This thesis is structured as a Design and Development Research Study, 

an approach widely recognized in engineering and applied technology research 

for investigations that aim to create and specify artifacts intended to address 

practical problems (Richey & Klein, 2014). Such studies are also emphasized in 

engineering design literature, where structured development processes, artifact 

specification, and iterative refinement are central to research contribution 

(Blessing & Chakrabarti, 2009). In this context, research contributions emerge 

from the systematic design and specification of artifacts rather than from 

hypothesis testing alone. 

Design and Development studies concentrate on the systematic creation 

of solutions, such as models, architectures, methods, and technical procedures, 
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as part of a structured research process (Richey & Klein, 2014). In design-

oriented fields, this type of research often prioritizes artifact specification and 

design rationale over extensive empirical data collection, an approach reflected 

in the Design Research Methodology proposed by Blessing and Chakrabarti 

(2009).  

This view is consistent with the understanding of engineering sciences as 

articulated by Simon (1996), who characterizes design activities as focused on 

devising artifacts that transform existing situations into preferred ones. The 

primary contribution of this research lies in the design process of a fully featured 

CPS and in the explicit documentation and articulation of the underlying 

architectural choices and design decisions made throughout its development. 

1.3.1 Methodology 

This research follows a research design methodology and is grounded in 

the pragmatic research paradigm, which emphasizes the development of 

practical and actionable solutions to real-world problems (Morgan, 2014). The 

methodology guides the structured development and justification of the proposed 

Industry 4.0 system architecture.  

To provide background for this research a systematic literature review 

(SLR) was conducted to better understand how Cyber Physical Systems (CPS) 

and Autonomous Robots (AR) have been merged with other enabling 

technologies to fully achieve I4.0 features. A Systematic Literature Review (SLR) 

allows to identify the status of a given research topic in a formal, wide, detailed, 

and reproducible way. In this SLR we assessed which technological features of 

I4.0 are present in the Literature.  

General steps taken were:  

a) A study on the fundamentals to understand the relationship between 

I4.0 terms and definitions;  

b) A Systematic Literature Review (SLR) to better understand the 

contributions that have been made in the area and research opportunities;  

c) A proposal of an architectural model was conceived based on the 

literature;  
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d) Real manufacturing plant analysis through virtual environment 

simulation; 

e) A roadmap to apply the proposed architecture in a physical 

manufacturing environment was developed.  

1.4 STRUCTURE 

Chapter 1 presents the research context, motivation, scope, and 

objectives. Chapter 2 introduces fundamental concepts related to CPS, I4.0, and 

IoT. Chapter 3 reports the results of a Systematic Literature Review on CPS and 

Autonomous Robots in the context of Industry 4.0. Chapter 4 presents the 

proposed CPS architecture based on the 5C model and its distributed SoS 

approach. Chapter 5 describes the development and simulation‑based 

conceptual validation of the Grid‑CPS Cyber Layer. Chapter 6 provides the final 

conclusions, limitations, and future research directions. The document concludes 

with references and appendices. 
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2 FUNDAMENTAL CONCEPTS 

Theoretical basis and concepts related to the proposed CPS and Industry 

4.0 research are briefly presented following. 

2.1 INDUSTRY 4.0 (I4.0) 

The concept of I4.0 was introduced in 2011 by the German government as 

a research program in which technological advances such as CPS, IoT, Big Data, 

Cloud Computing, among others, were merged into a single line of research that 

would enable the industry of the future (Turner et al., 2016). In I4.0 all the 

production components, such as workers, products, and systems, must be 

integrated into an intelligent system, self-organized and optimized autonomously 

called Cyber Physical Production Systems or Smart Factories (Monostori et al., 

2016). According to Trappey et al. (2016) CPS is a tool to overcome the 

challenges of I4.0 with characteristics such as timeliness, distribution, reliability, 

fault tolerance, security, scalability, and autonomous operation to enhance the 

transition from to I4.0.  

I4.0 is a confluence of technologies that would allow new perspectives to 

manufacturing systems such as digital servitization which “can be conceptualized 

as the development of new services and/or the improvement of existing ones 

through the use of digital technologies. These can be exploited to enable new 

(digital) business models, to find novel ways of (co) creating value, as well as to 

generate knowledge from data, improve the firm's operational and environmental 

performance, and gain a competitive advantage” (Paschou et al. 2020).  

The concept of IoT is based on Information and Communications 

Technologies and uses internet infrastructure to connect people, devices, 

systems, sensors, and services (Pisching et al., 2015). An IoT system consists of 

Industrial Wireless Networks and IoT, including machines and equipment, 

networks, the cloud, and terminals (Lu, 2017). Industry IoT enables devices to be 

remotely sensed and controlled through network infrastructures, allowing the 

integration between physical world and virtual systems (Negri et al., 2017).  

IoT concept is also related to RFID, Wireless Sensors networks and 

specific network protocols (Atzori et al., 2010). From the previous definitions it is 
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possible to conclude that the IoT concept is focused on bringing connectivity to 

as many devices as possible enabling remote control and condition monitoring. 

The concept of Digital Twin recently applied in I4.0 had a different use: 

The Digital Twin (DT) is meant as the virtual and computerized 
counterpart of a physical system that can be used to simulate it for 
various purposes, exploiting a real-time synchronization of the sensed 
data coming from the field; such a synchronization is possible thanks to 
the enabling technologies of Industry 4.0 and, as such, the DT is deeply 
linked with it. The DT was first born in the aerospace field and only 
recently has been adopted also in manufacturing contexts (Negri et al., 
2017). 

The application of DT in manufacturing goes beyond the establishment of 

a coherent and extensible standard representation of the factory entities to 

include a real time synchronization with the physical system, thanks to which the 

user or the autonomous system can take the right decision about the actual and 

the future production, based on available information (Negri et al., 2017). The 

connection between the concepts of Digital Twin, CPS, Big Data and other I4.0 

related terms is abundantly confirmed by literature (Monostori et al., 2016; Negri 

et al.,2017; Weichhart et al., 2021). 

Machine Learning is a group of computational tools that convert the 

acquired data into knowledge about the system. The obtained knowledge can be 

used for system health and performance description, problem diagnosis, 

performance prediction, and intervention prescription (Isaacs et al., 2017). In the 

literature it is possible to find the following definition and relation to other 

technologies: 

Machine Learning has had a great impact on the monitoring systems 
for pattern detection and classification of health monitoring systems, 
detection of faults after the occurrence of certain failures, predictions of 
the future working conditions and the remaining useful life. At the heart 
of Industry 4.0 environments lies the capability to measure and record 
parameters, data, from electrical, mechanical, chemical and magnetic 
phenomena in industrial processes. Machine Learning is a group of 
computer techniques that focus on extracting useful knowledge and 
make appropriate decisions from Big Data, the large volume of data, 
both structured and unstructured, that can be obtained from a business 
or factory at any given time (Ahuett-Garza & Kurfess, 2018).  

Machine Learning techniques can be classified in Supervised Learning, 

Reinforcement Learning and Unsupervised Learning. 

Augmented Reality has emerged as a key enabling technology in Industry 

4.0, enhancing the interaction between human operators and complex 
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manufacturing environments. Augmented Reality systems overlay digital 

information onto the physical workspace, supporting tasks such as assembly, 

maintenance, quality inspection, and operator training. As production systems 

grow in complexity, it offers the potential to increase accuracy, reduce cognitive 

load, and improve human–machine collaboration within advanced industrial 

settings. As a possible conceptual definition in literature one can find as follows: 

Augmented Reality refers to the integration of additional computer-
generated information into a real-world environment. Most current 
Augmented Reality applications integrate computer graphics into the 
user´s view of his current surroundings. Augmented Reality 
applications have high potential to improve the user experience of 
applications in which users must access and interact with information 
that has a direct spatial relation to their immediate environment (Paelke, 
2014).  

From this definition it is possible to infer that I4.0 applications of 

Augmented Reality are mainly related to Human-Machine Interfaces and the 

visual enrichment of industrial environment by the addition of necessary 

complementary information. The identified I4.0 applications of Augmented Reality 

in literature are system control and error diagnostics; safety and security of 

production systems; improvement of planning activities; product design and 

reconfiguration; operational and enterprise level information visualization; 

cooperation improvement between humans and machine; complex and 

dangerous tasks support for workers (Damiani et al., 2018). 

Industrial applications of robots in Industry are not a novelty, but the 

Technological advances in Artificial Intelligence are enabling a new generation of 

robotics to enable I4.0. The following citation elucidates how technological 

advances in Autonomous Robots, also called Smart Robots, are used in 

conjunction with IoT and Machine Learning to enable I4.0 capabilities.  

The fourth industrial revolution, which is going to take place in the next 
years, is expected to deeply change the future manufacturing and 
production processes, and lead to Smart Factories that will benefit from 
the main design principles of Industry 4.0: interoperability, 
decentralization, real-time capability, virtualization, service orientation, 
modularity. Robotics will play a key role: innovative technologies and 
solutions, traditionally associated with the service robotics sector, are 
going to migrate to industrial smarter robots that will draw on a much 
broader range of technology, allowing higher levels of dexterity and 
flexibility, the ability to learn tasks without formal programming, and to 
autonomously collaborate with other autonomous devices and human 
operators, thanks to the enhanced capabilities offered by advanced 
communication networks (Grau et al., 2017). 
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Cloud computing is a foundational enabler of Industry 4.0, providing 

scalable, on-demand computational resources that support data-intensive 

manufacturing environments. By decoupling processing and storage from 

physical infrastructure, cloud platforms allow real-time monitoring, distributed 

analytics, and the integration of cyber-physical systems. As a result, cloud 

services facilitate flexible, interoperable, and cost-efficient digital operations 

across the industrial value chain. Among all the possible definitions, the National 

Institute of Standards and Technology (NIST) gives the following:  

Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal management effort or 
service provider interaction (Mell and Grance, 2009). 

Additionally, Ooi et al. (2018) consider that the use of cloud computing 

technology transforms enterprise systems by providing more agility in the 

employment of services, expanded flexibility, and improved productivity. Cloud-

based platform can be used as a technical backbone for the connection and 

communication of manifold elements of I4.0 (Vaidya et al., 2018). I4.0 makes use 

of CPS, Big Data and Cloud Computing to form a system in which connected 

networks of humans and robots interact and work together, information is shared 

and analyzed along entire industrial value chains (Lu, 2017). Often, it is viable to 

make architecture using Cloud, Fog and Edge nodes (Figure 1). Fog and Edge 

computing are solutions applied to avoid latency and jitter problems resulting in 

the physical distance between the physical plant and the Cloud Computing 

servers: 

The main function of Edge Computing is to leverage the storage and 
processing function of several IoT devices, distributing computing 
capabilities and reducing the workload on the Cloud. Edge Computing 
and specifically Fog Computing have been identified as a response to 
high latencies produced when the system centralized (Ahuett-Garza & 
Kurfess, 2018). 

2.2 CYBER-PHYSICAL SYSTEMS (CPS) 

The concept of CPS can be traced back to 2006, when the National 

Foundation of Science held the first CPS Workshop with the following 

announcement: 
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Figure 1 – Edge (EN), Fog (HFN or LFN) and Cloud Network (CN) Structure. 

(Bierzynski et al., 2017) 

The research initiative on Cyber-Physical Systems seeks new scientific 
foundations and technologies to enable the rapid and reliable 
development and integration of computer- and information-centric 
physical and engineered systems. The goal of the initiative is to usher 
in a new generation of engineered systems that are highly dependable, 
efficiently produced, and capable of advanced performance in 
information, computation, communication, and control (Lee and 
Rajkumar, 2006).  

In 2014 NIST started to produce a document to structure the concept of 

CPS enabling the interoperability between the various CPS, having its release 

version published in 2016 and its official version edited in 2017, where CPS is 

defined as (Griffor et al., 2017): 

CPS are smart systems that include engineered interacting networks of 
physical and computational components. These highly interconnected 
and integrated systems provide new functionalities to improve quality of 
life and enable technological advances in critical areas, such as 
personalized health care, emergency response, traffic flow 
management, smart manufacturing, defense and homeland security, 
and energy supply and use. 
 

In the context of Industry 4.0, several reference architectures have been 

proposed to support the systematic design, integration, and deployment of 

complex industrial systems. Among the most prominent are the Architecture 

Reference Model for Industry 4.0 (RAMI 4.0) and the Industrial Internet Reference 
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Architecture (IIRA), both of which aim to provide structured guidance for industrial 

digitalization initiatives. 

RAMI 4.0 was developed by German standardization bodies. The model 

integrates three orthogonal dimensions into a coordinate system that maps and 

classifies complex Industrie 4.0 elements: Hierarchy Levels (vertical axis), 

represents organizational and functional aggregation from individual up to 

enterprise and connected-world level; Life Cycle & Value Stream (horizontal 

axis), covers the full lifecycle of products and facilities; Layers (depth axis), a six-

layer stack describing the progressive digital representation and integration of 

assets, from Asset going to Integration, Communication, Information, Functional, 

and Business processes. 

This comprehensive, coordinate-based approach enables a common 

understanding among stakeholders, facilitates the identification of 

standardization needs, breaks down interrelations into manageable clusters, and 

supports the systematic development and classification of Industrie 4.0 

components and systems in manufacturing environments. (Baptista & Barata, 

2021). 

Similarly, the Industrial Internet Reference Architecture (IIRA), developed 

by the Industrial Internet Consortium (IIC), organizes the description of Industrial 

Internet of Things (IIoT) systems around four viewpoints: business, usage, 

functional, and implementation. Each viewpoint systematically addresses distinct 

stakeholder concerns, enabling a structured approach to system 

conceptualization, design, and evaluation. The business viewpoint focuses on 

business-oriented objectives, values, vision, and regulatory context, guiding 

decisions related to value proposition and system capabilities. The usage 

viewpoint describes expected system activities and interactions to deliver 

intended functionality. The functional viewpoint defines the system's functional 

components, their structure, interfaces, interactions, and decomposition into 

domains to support overall operations. The implementation viewpoint addresses 

the technologies, communication schemes, and lifecycle procedures needed to 

realize the functional components while aligning with usage activities and 

business goals. This makes IIRA particularly suitable for cross-domain industrial 
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applications that require alignment between technical solutions and business 

objectives (Lin et al., 2018). 

While both RAMI 4.0 and IIRA offer comprehensive and holistic 

perspectives on I4.0 systems, their scope extends beyond the internal 

architecture and levels of Cyber-Physical Systems themselves. These models 

emphasize interoperability, lifecycle management, and organizational integration, 

which are essential for industrial deployment but less suited for benchmarking 

CPS capability progression at a fine-grained architectural level. 

Lee et al. (2015) defined an implementation architecture for CPS in I4.0 

based on five levels of deployment: Connection, Conversion, Cyber, Cognition 

and Configuration levels. Each level is related to a specific attribute of I4.0 and 

the correspondent technology. In the Connection level, condition monitoring 

takes place through IoT, embedded systems and ontology technologies; Machine 

Learning is responsible for self-awareness at the Conversion level.  

 Connection: The lower level of the CPS is responsible for sensor data 

acquisition and communication. At this level, IoT technologies are 

commonly applied to enable connectivity among all devices, usually by 

wireless technologies. The use of wireless technology enables flexibility 

and easy device connectivity (Bigliardi et al., 2020). This level usually 

doesn’t transform data into information, but makes data directly available 

for process, production, and machine monitoring purposes. 

 Conversion: This level is responsible for converting data into information, 

data can be used to compose machine health diagnoses, multi-

dimensional data correlation, performance prediction and status log. As a 

great volume of data is expected to be generated from the Smart 

Connection level it is reasonable to apply Big Data Analytics and Machine 

Learning at this level.  “By calculating health value, estimated remaining 

useful life etc., the second level of CPS architecture brings self-awareness 

to machines” (Lee, 2015). 

 Cyber: At this level Big Data and Digital Twin can be applied to generate 

a virtual replica of the physical plant. That level is responsible for the link 

between the cyber and the physical systems of the CPS. The Digital Twin 

and Big Data are used for historical performance comparison and 
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identification of performance variation among machines giving them self-

comparison ability.  

 Cognition: This level applies Simulation, Digital Twin, Big Data, Machine 

Learning to prioritize and optimize decisions. Integrated simulation, 

synthesis and remote visualization for humans can be used to allow 

human-machine collaborative diagnosis and decision making. 

 Configure: In this level IoT, Machine Learning, Real-Time Systems are 

employed to produce feedback from the Cyber layer to the Physical layer, 

closing the control loop to produce Self-Configuration, Self-Adaptability. 

The attributes and related technologies are listed in Table 1. 

Table 1 – CPS 5C Architecture 

Level Attributes Enabling Technologies 

Connection Condition Monitoring 
Embedded Systems,  
IoT and Ontologies  

Conversion Self-Awareness Big Data and Machine Learning 

Cyber Self-Comparison 
Big Data, Digital Twin and Autonomous 

Robots 

Cognition 
Decision Making 

Optimization 
Simulation, Digital Twin, Big Data, 

Machine Learning and Augmented Reality 

Configure 
Self-Configuration and 

Self-Adaptability 

Machine Learning, Embedded Systems, 
Scheduling, Real-Time and Autonomous 

Robots 
(Lee et al., 2015) 

The 5C architecture is an architectural model proposed to guide the 

development of fully featured CPS by structuring their capabilities across 

progressive functional levels. In addition to its prescriptive role, the 5C model can 

be employed as an analytical benchmark for assessing CPS implementations, 

enabling a systematic understanding of which CPS characteristics have been 

realized and to what extent. The relevance of the 5C architecture was identified 

through the Systematic Literature Review conducted as part of this research, and 

it is therefore adopted throughout this thesis as a reference model for 

architectural design and evaluation. 

2.3 SIMULATION 

Simulation plays a foundational role in the realization of I4.0, functioning 

as a critical enabler for analyzing, designing, and optimizing complex cyber-

physical production systems. Monostori et al. (2016) emphasize that simulation 
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provides the means to model interconnected manufacturing processes and 

evaluate system behaviors before physical implementation, reducing risks 

associated with uncertainty and system integration. Within Industry 4.0’s 

distributed and data-intensive environments, simulation supports understanding 

system dynamics, testing alternative configurations, and facilitating informed 

decision-making across the production lifecycle. 

Negri et al. (2017) further position simulation as a core technological pillar 

of I4.0, arguing that it enables virtual representations of machines, factories, and 

production flows, allowing engineers to explore performance, predict bottlenecks, 

and assess the impact of design choices. They highlight that simulation is 

essential not only for operational optimization but also for strategic planning, as 

digital models enhance flexibility and adaptability in rapidly changing 

manufacturing contexts. By integrating simulation with digitalization efforts, 

organizations can anticipate system behavior and evaluate innovative solutions 

at minimal cost. 

Building on this perspective, Weichhart et al. (2021) describe simulation 

as a key component within broader digital engineering workflows, where it 

supports the alignment of design, planning, and execution phases. They stress 

that simulation models facilitate cross-domain communication, enabling different 

engineering functions to collaborate effectively and maintain coherence across 

cyber-physical system development. As I4.0 demands increasingly integrated, 

autonomous, and intelligent production systems, simulation emerges as a crucial 

tool for bridging conceptual designs with operational realities, reducing 

complexity, and supporting continuous system improvement. 

Gazebo is a robotics simulation environment, particularly used in research 

and development workflows that involve tight integration with middleware 

frameworks such as the Robot Operating System (ROS). Gazebo provides a 

physics-based simulation environment capable of modeling complex robotic 

systems, sensors, and environments, supporting both real-time and accelerated 

simulation modes. Its strong integration with ROS enables seamless testing of 

perception, control, and navigation algorithms under realistic conditions, making 

it especially suitable for validating robotic behaviors prior to deployment (Melo et 

al., 2019). 
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Webots is a robotics simulation platform designed to support rapid 

prototyping and experimentation with mobile robots, manipulators, and multi-

robot systems. It offers an integrated development environment that combines 

physics-based simulation, sensor modeling, and built-in robot libraries, allowing 

researchers to develop and test control algorithms efficiently. Webots supports 

multiple programming languages, including C/C++, Python, Java, and MATLAB, 

and provides compatibility with ROS, facilitating transferability between 

simulation and real-world implementations. According to Ayala et al. (2020) and 

Körber et al. (2021), Webots is particularly valued for its usability, extensibility, 

and suitability for comparative evaluation of robotic solutions in controlled 

experimental settings.  

CoppeliaSim, originally released under the name V-REP (Virtual Robot 

Experimentation Platform) is a simulation environment widely adopted in robotics 

research for controlled development, testing, and evaluation of robotic systems 

prior to physical implementation (Ayala et al., 2020). It provides a physics-based, 

modular architecture that supports multi-robot scenarios, real-time and offline 

simulation, and co-simulation with external tools through APIs in languages such 

as Python, C/C++, Java, and MATLAB. The simulator serves as an effective 

environment for exploring robotic feasibility, assessing system integration, and 

reducing development risks in advanced manufacturing contexts. 

This software offers a comprehensive simulation environment in which 

robotic systems can be modeled through configurable scenes containing 

sensors, actuators, and interaction objects. The platform provides an extensive 

library of virtual sensors—including vision sensors, proximity sensors, force–

torque sensors, and inertial units—that enable realistic perception and data 

acquisition within the simulated environment. These elements can be arranged 

and parameterized in CoppeliaSim’s scene editor, allowing users to construct 

detailed and dynamic virtual scenarios that replicate the spatial, mechanical, and 

sensory constraints of real-world robotic applications. 

To support integration with external controllers and software 

environments, CoppeliaSim includes a high-performance ZeroMQ (ZMQ) remote 

API, which enables asynchronous, language-independent communication 

between the simulator and external programs. Through ZMQ TCP connections, 
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users can execute control algorithms, exchange sensor data, and orchestrate 

simulation workflows from environments such as Python, C++, or MATLAB, 

thereby supporting flexible co-simulation, rapid prototyping, and system-level 

experimentation. 

2.4 FINAL CONSIDERATIONS  

The concepts presented in this chapter establish the theoretical foundation 

for understanding the technological pillars of I4.0 and their interrelations. I4.0 is 

not defined by a single technology but by the convergence of multiple enabling 

technologies, such as IoT, DT, AI, Cloud Computing, AR and CPS, working 

together to create intelligent, adaptive, and interconnected manufacturing 

environments. CPS emerge as the central element in this transformation, serving 

as the integration layer between physical processes and computational 

intelligence. The 5C architecture proposed by Lee et al. (2015) provides a 

structured approach to implementing CPS capabilities, ensuring that systems 

evolve from basic connectivity to advanced self-configuration and adaptability. 

Complementary technologies such as IoT enable real-time data acquisition, while 

Digital Twin and simulation tools support predictive analysis and decision-making 

optimization. Artificial Intelligence techniques, including machine learning and 

multi-agent systems, enhance autonomy and flexibility, whereas Cloud and Edge 

Computing provide scalable computational resources for distributed control. 

Understanding these fundamental concepts is essential for developing the 

Grid-CPS model, which aims to integrate the discussed technologies into a 

cohesive framework. The next chapter builds upon this foundation by presenting 

the results of a systematic literature review, identifying research gaps and 

opportunities that guide the design and implementation of the proposed solution. 

Although these concepts have been extensively discussed in the literature, their 

practical implementation remains limited, primarily due to persistent challenges 

related to interoperability, lack of standardization, and the complexity of 

integrating heterogeneous systems. These limitations underline the need for CPS 

architectures that explicitly incorporate distributed and collaborative principles, 

enabling resilient, scalable, and operationally viable smart factory 

implementations. 
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3 LITERATURE REVIEW  

3.1 INTRODUCTION 

A Systematic Literature Review (SLR) allows to identify the status of a 

given research topic in a formal, wide, detailed, and reproducible way. In this SLR 

we assessed which technological features of I4.0 are present in the Literature. In 

this context the 5C Architecture, which is an implementation architecture for CPS 

in I4.0 based on five levels of deployment (Lee et al. 2015) will be used as 

benchmark. 

Despite the existence of another related architecture for I4.0 (Pivoto et al. 

2021) like the Architecture Reference Model for the Industry 4.0 (RAMI 4.0) and 

the Industrial Internet Reference Architecture (IRA), the 5C was adopted as 

benchmarking due to its focus on CPS.  In this context, the 5C Architecture (Lee 

et al. 2015), which is an implementation architecture for CPS in I4.0 will be sought 

to be used as benchmark among existing solutions. Each level of the 5C is related 

to a specific attribute of I4.0 and the correspondent technology. For instance, at 

the Connection level, condition monitoring takes place through IoT, embedded 

systems and ontology technologies. Machine Learning is responsible for self-

awareness at the Conversion level, Autonomous Robots enable self-comparison, 

self-configuration, and self-adaptability. A list of attributes and related 

technologies of 5C architecture are presented in Table 1 (pg. 27). 

To provide background for future research, an SLR was conducted to 

better understand how Cyber Physical Systems (CPS) and Autonomous Robots 

(AR) have been merged with other enabling technologies to fully achieve I4.0 

features. In this SLR we assessed which technological features of I4.0 are 

present in the Literature.  

The present SLR contributes to answer how CPS and AR have been 

applied in I4.0. Further, it is necessary to know how each system has been 

compared to traditional industries. 

3.2 RELATED SYSTEMATIC LITERATURE REVIEWS 

It was possible to identify six related SLR with focus in CPS (alone): Self-

Adaptation architectures and mechanisms (Muccini et al. 2016); the role of Digital 
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Twin (Atalay et al. 2022; Negri et al. 2017; Wilhelm et al. 2021); Multi-Agent 

Negotiation for CPS (Calvaresi et al. 2018); the conceptual transference between 

interoperability and integration for CPS (Gürdür and Asplund 2018); and the 

evolution of Artificial Intelligence in CPS (Radanliev et al. 2021). I4.0 was the 

focus of four SLR: current research status and a research agenda for I4.0 (Liao 

et al. 2017), the I4.0 in management literature (Piccarozzi et al. 2018); the 

research status and a research agenda for Industrial Artificial Intelligence in I4.0 

(Peres et al. 2020); and the sustainability and green processes outcomes in I4.0 

(Vrchota et al. 2020). 

Logistics 4.0 which uses AR intensively was the focus of two related SRL: 

The applicability of lean and green concepts (Edirisuriya et al. 2018) and a 

conceptual framework (Winkelhaus and Grosse 2020). Smart Factories which is 

another terminology for CPPS was the focus of two other SRL: A conceptual 

control framework (Rojas and Rauch 2019) and the research status and agenda 

(Osterrieder et al. 2020). The use of simulation tools, including Digital Twin and 

Virtual Reality, which are technologies closely related to CPS, to support 

disassembly processes of printed circuits, was the focus of a SRL (Sassaneli et 

al. 2021); The digital servitization phenomenon in the context of I4.0 technologies 

was the focus of other SRL (Paschou et al. 2020). 

All above SLR were specific in terms of technologies or only focused on 

concepts. The most closely related SLR, Liao et al. 2017, identified regulatory 

framework and end-to-end digital integration as research gaps. None of these 17 

SLR, even the most recent one, did address how AR and CPS are merged with 

other enabling technologies to successfully achieve the I4.0 features. Therefore, 

we sought to fill this gap through the present SLR. 

3.3 METHODOLOGY 

Papers selection methodology followed a systematic protocol (Petersen et 

al. 2015). After defining the research protocol, searches were carried out in six 

Academic Search Engines (ASE) for papers in journals and proceedings. Papers 

were then filtered by objective and subjective exclusion and inclusion criteria (see 

3.3.3 Selection) previously defined in the search protocol. The resulting papers 
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were then used in the data extraction stage and then were further analyzed to 

obtain the final literature review (Table 2). 

3.3.1 Research question definitions 

To understand the knowledge gap on how the Enabling Technologies 

(Bigliardi et al. 2020) were combined with CPS and AR in the context of I4.0 a 

Primary Research Question (PQ) was proposed. The PQ was structured using 

the PICO (Population, Intervention, Comparison and Outcomes) strategy 

(Petersen et al. 2015; Kitchenham and Charters 2007):  

“How CPS and Autonomous Robots (I) have been applied in I4.0 (P) and 

how the system’s performance has been measured (O) in comparison to 

traditional industries (C)?” 

The following Secondary Research Questions (SQ) were constructed to 

help answer the PQ: 

SQ1: Which industries and metrics have been covered? 

SQ2: How is the compliance to the 5C Architecture?  

SQ3: Which application areas and technologies have been involved? 

3.3.2 Search 

The following ASEs were used: ACM Digital Library (ADL), Engineering 

Village (EV), IEEE Explore (IEEE), Science Direct (SD), Scopus (SC) and 

Springer Link (SL). These ASE were selected because they include main subject 

areas regarding this search and are full of research features (Buchinger et al. 

2014). Search String used at EV, IEEE and SL were: 

((Cyber-Physical Systems) OR (Cyber Physical Systems) OR CPS OR 

(Smart Factory)) AND ((Industry 4.0) AND (Mobile OR Robot OR AMR)) 

The search string was adjusted in each ASE due to the different syntax 

requirements to keep the same semantic goal. 
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3.3.3 Selection 

Papers selection was done in four filtering steps. (i) The first selection 

procedure was made over the 15144 results by searching for the search string 

keywords in the papers’ titles and abstracts. (ii) A second selection was done 

over the remaining 6511 papers by reading their abstract to identify the 

publication focus. (iii) 506 papers were submitted to a skinning read over the 

complete text to verify the compliance of the selected papers to the inclusion 

criteria. (iv) 136 papers were submitted to a more careful reading resulting in the 

selection of 65 papers.  

Only journal and proceeding papers written in English from 2006 to 2021 

were considered. Papers published before 2006 were not considered since CPS 

concept was not settled. Also, only papers with its text fully and freely available 

via Capes (Coordination for the Improvement of Higher Education - Brazil) were 

included. The search in the ASEs was intended to be executed for title, keywords 

and abstract, however some of the ASEs didn’t give these options, so the search 

was executed in the full text and filtered later by title using Mendeley (Zaugg et 

al. 2011). Table 3 gives the initial and final number of selected papers by 

exclusion criteria.  

The number of excluded papers is also presented in table 3 following three 

exclusion criteria: review or overview papers (EC1), papers not focused on the 

concept of CPS (EC2), and those missing the use of robots (EC3). The papers 

which included any experimental application or prototype of the proposed 

methodologies or systems were identified as Practical. Otherwise, they were 

identified as Conceptual (Table 4). The number of Practical publications 

exceeded the Conceptual since 2020 (See Table 2). 

After the execution of the systematic review protocol 5 more papers with 

practical implementations came to the attention of the authors and were included 

ad hoc for the sake of this review completeness: Ansari et al. 2019 (P66), Ding et 

al. 2021 (P67), Khalid et al. 2021 (P68), Rocca et al. 2020 (P69) and Müller et al. 

2022 (P70). 
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Table 2 – Publications Category and ID 

(to be continued) 

Year Author Type ID 

2014 Michniewicz & Reinhart Conceptual P1 
2015 Zug et al. Practical P2 

2016 

Fleischmann et al. 
Khalid et al. 
Tang et al. 
Wang et al. 

Practical 
Conceptual  

Practical 
Conceptual 

P3 
P4 
P5 
P6 

2017 
Adamson et al. 
Andersen et al. 

Conceptual 
Practical 

P7 
P8 

2018 

Bezerra et al. 
Blanco et al. 

Erasmus et al. 
Garcia et al. 

Kapitonov et al. 
Kattepur et al. 

Khakifirooz et al. 
Lee et al. 

Lichte & Wolf 
Luo et al. 

Malik et al.  
Priggemeyer & Roßmann 

Shu et al. 
Smirnov et al. 

Wan et al. 
Yang et al. 
Yao et al. 

Zhang 

Practical 
Practical 
Practical 
Practical 

Conceptual 
Practical 

Conceptual 
Practical 

Conceptual 
Practical  

Conceptual 
Conceptual 

Practical 
Practical 
Practical  
Practical 
Practical 

Conceptual 

P9 
P10 
P11 
P12 
P13 
P14 
P15 
P16 
P17 
P18 
P19 
P20 
P21 
P22 
P23 
P24 
P25 
P26 

2019 

Alzeyadi & Farzaneh 
Havard et al. 
Siegert et al. 

Liu et al. 
Pogliani et al. 
Rahman et al. 

Seder et al. 
Szabó et al. 
Zhang et al. 
Zhang et al. 

Conceptual 
Practical 

Conceptual 
Practical  

Conceptual 
Conceptual 

Practical 
Practical 
Practical 

Conceptual 

P27 
P28 
P29 
P30 
P31 
P32 
P33 
P34 
P35 
P36 

2020 

Cao et al. 
Eltester et al.  

Garcia 
Guacapiña 

Hu et al. 
Iñigo et al. 

Marcheras et al. 
Niati et al. 

Pantano et al. 
Pérez et al. 

Priggemeyer & Roßmann 
Silva et al. 

Tan 
Vladareanu et al. 

Zhao et al. 

Practical 
Conceptual 

Practical 
Practical Practical 

Practical 
Practical 

Conceptual 
Practical 
Practical 
Practical 
Practical 

Conceptual 
Practical 
Practical 

P37 
P38 
P39 
P40 
P41 
P42 
P43 
P44 
P45 
P46 
P47 
P48 
P49 
P50 
P51 

Source: The author (2026). 
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Table 2 – Publications Category and ID 

(conclusion) 

2021 

Campean et al. 
Dahlmanns et al. 
Franceschi et al. 
Maschler et al. 
Nie and Chen 

Pires et al. 
Rodriguez et al. 

Rosado et al. 
Sajjad et al. 

Vicente et al. 
Xia et al. 
Xu et al. 
Ye et al. 

Zhuang et al. 

Conceptual 
Practical 

Conceptual 
Conceptual 

Practical 
Practical 
Practical 

Conceptual 
Practical 

Conceptual 
Practical 
Practical 
Practical 
Practical 

P52 
P53 
P54 
P55 
P56 
P57 
P58 
P59 
P60 
P61 
P62 
P63 
P64 
P65 

Source: The author (2026). 

Table 3 – Search, selection, and exclusion criteria results 

ASE Initial Sample 
Excluded Selected 

EC1 EC2 EC3 
ADL 93 2 45 43 3 
EV 369 26 197 126 20 

IEEE 431 22 292 105 12 
SC 335 34 140 151 10 
SD 2813 40 246 2510 17 
SL 2470 29 1990 448 3 

Ad Hoc - - - - 5 
Totals 6511 153 2910 3383 70 

Source: The author (2026). 

3.4 RESULTS 

This section presents the consolidated results obtained from the execution 

of the SLR protocol described in the previous subsections. After applying the 

search strategy, filtering stages, and predefined inclusion and exclusion criteria, 

a final sample of 70 publications was selected for detailed analysis. The following 

results summarize the quantitative and qualitative insights derived from this 

sample, including publication trends over time, technological focus areas, 

industrial applications, adopted performance metrics, and the degree of 

compliance with the 5C CPS architecture. 

3.4.1 Sample Description 

Despite the search including papers from 2006, the selected sample 

included papers published between 2014 and 2022 only. The most prominent 
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year was 2018 with 18 papers, nearly followed by 2020 (17 papers) and 2021 (16 

papers). The historical series can be found in Figure 2.  

The institutional nationality of the first authors (see Figure 3) indicates that 

most of the selected papers were published in China (colored in red) and 

Germany (in green). All the other nationalities had 4 or less selected papers. 

Brazil, Italy, and Russia appeared only twice, for example.  

Figure 2 – Historical series of selected papers by year 

Source: The author (2026). 

Figure 3 – Institutional nationality of the first author 

Source: The author (2026). 

All the 70 selected papers were published in 48 distinct journals or events. 

Table 4 summarizes the publications’ areas, which were inferred considering 

papers’ objective and research context. Most of the papers were targeted to 

general industry, only ten papers targered a specific industrial area such as 

warehouse (Kattepur et al. 2018, Eltester et al. 2020 and Zhao et al. 2020), 

automotive industry (Liu et al. 2019), metal industry (Smirnov et al. 2018), mobile 

phone industry (Andersen et al. 2017), oil industry (Rahman et al. 2019), pharma 

industry (Alzeyadi & Farzaneh 2019), postal industry (Niati et al. 2020), electric 
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and electronic equipment waste disassembly plant (Rocca et al. 2020) and, 

aeronautics (Franceschi et al. 2021). 

Figure 4 – Research typology distribution by year 

Source: The author (2026). 

Table 4 – Publication Area 

Area Conceptual Practical Selected 
System Security P31 P67, P68 3 

Safety and 
Reliability 

P17 - 1 

Process 
Optimization 

P49 - 1 

Logistics P38 P51 2 
System Model P15; P44 P65 3 

Manufacture 
P1; P4; P6; P7; P13; P19; P20; 
P26; P27; P29; P32; P36; P52; 

P54; P55; P59; P61 

P2; P3; P5; P8−P12; P14; 
P16; P18; P21−P25; P28; 
P30; P33−P35; P37; P39; 
P40−P43; P45−P48; P50; 

P53; P56−P58; P60; 
P62−P64; P66; P69; P70 

60 

Totals 23 47 70 
Source: The author (2026). 

 

3.4.2 Quantitative data extraction  

From the 70 papers 44 defined the Robotic Task and the number of robots 

employed on it. The most frequent task was pick-and-place (36 papers) followed 

by transport (24 papers) and assembling (13 papers). The most used robotic 

configuration was 1 arm (16 papers) or 1 AGV (16 papers).  
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Table 5 accounts for papers’ enabling technologies for I4.0 (Bigliardi et al. 

2020; Lasi et al. 2014; Negri et al. 2017). IoT is the most frequent enabling 

technology employed by the proposed systems. The second most employed 

enabling technology was artificial intelligence. Five papers didn’t mention any 

other technology combined with CPS or autonomous robots. The most used  

protocol to enable connectivity to the systems components was IEEE 802.11 also 

known as Wi Fi. Five papers used robotic communications protocols combined 

with IoT (Internet of Things), ROS (Robot Operating System) and RobAPI 

(proprietary communication protocol). 

Table 5 – Enabling Technologies 

ID Enabling Technologies n 
P1−P3; P5−P12; P14; P16; P18; P20; P21; P24; P25; 

P27; P28; P31; P33−P43; P45; P47; P48−P51; 
P53−P65; P66-P69 

IoT 55 

P2; P3; P5; P8−P12; P18; P20−P22; P24; P25; 
P27−P30; P32−P37; P39; P41; P44; P45; P47; P49; 
P50−P52; P54; P55; P57; P59; P60; P62; P63; P67; 

P68; P70 

Artificial Intelligence 43 

P33; P35; P44; P46−P48; P54; P55; P57; P62; P63; 
P66; P68−P70 

Digital Twin 15 

P2; P9; P10; P20; P21; P24; P28−P30; P34; P46; 
P68; P69 

Virtual Reality 13 

P14; P33; P36; P35; P39; P50; P66; P67 Big Data 8 
P11; P32; P36; P63; P67 Cloud Computing 5 

P28 Augmented Reality 1 
P4; P13; P15; P17; P23; P26 Not Mentioned 6 

Source: The author (2026). 
 

Table 6 presents papers’ identified performance metrics grouped by 

similarity. Operation Time was the most used metric. But most papers didn’t 

specify any system performance metric. Table 6 lists which paper used which 

level of the 5C architecture. In Table 6, “other” performance metrics refers to 

response time and latency (Blanco et al. 2018), convergence analysis (Kattepur 

et al. 2018), system stability (Cao et al. 2020), data transmission delay 

(Marcheras et al. 2020), AI training steps (Xia et al. 2021), percentual downtime 

(Ansari et al. 2019), and robotic force and position variation under a cyberattack 

(Khalid et al. 2021). 
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Table 6 – Performance metric 

ID Metric n 

P5; P6; P9; P23; P27; P34; P41; P49; P67 
Operation Time 
(min. or sec.) 

9 

P18; P25; P32; P57; P69 Energy Efficiency 5 
P12; P45; P48; P54; P56; P58; P70 Accuracy (%, cm, or mm) 7 

P7; P53 
Response Time 
(sec. or msec.) 

2 

P12; P65 Usage rate (%) 2 
P10; P14; P37; P43; P60; P62; P66; P68 Other 8 

P1-P4; P7; P8; P11; P13; P15−P17; P19−P22; P24; 
P26; P28− P31; P33; P35; P36; P38−P40; P42; P44; 

P46; P47; P50−P52; P55; P59; P61; P63; P64 
Not mentioned 37 

Source: The author (2026). 

Among all 70 identified papers, only 10 incorporates all the elements of 5C 

architecture (P1, P6, P7, P14, P18, P47, P49, P55, P62, P70), many approached  

3C or less, and 8 papers didn’t implement or mention the elements of 5C CPS 

architecture at all (Table 7). Despite the fact that the 5C architecture is 

hierarchical, some papers implemented specific levels without mentioning the 

previous one. For example, three papers implemented Conversion, Cyber and 

Cognition levels without mentioning the Connection level (Liu et al. 2019; 

Rahman et al. 2019; Campean et al. 2021). 

Table 7 – 5C Architecture conceptual compliance 

ID Level n 
P1−P3; P5−P14; P16; P18−P25; P28; P31; P33−P51; 

P53−P65; P66−P70 
Connection 61 

P1; P2; P5−P14; P16; P18−P25; P28; P30; P32−P37; P39; 
P41; P44; P47; P49−P51; P54; P55; P57; P59; P60; P62; P63; 

P65; P67−P70 

Conversion 46 

P1; P2; P5−P9; P11−P14; P18−P21; P24; P25; P28; P32−P39; 
P41; P43; P45; P47; P49−P51; P54-P57; P59; P60; P62; P63; 

P66; P67; P69; P70 

Cyber 46 

P1; P6; P7; P10; P11; P14; P18; P19−P21; P23; P24; P28; 
P30; P33−P37; P39; P41; P44; P46; P47; P49−P52; P54; P55; 

P57; P60; P62; P63; P65; P66; P69; P70 

Cognition 39 

P1; P6; P7; P10; P13; P14; P18; P23; P47; P49; P52; P55; 
P56; P59; P62; P67; P70 

Configure 16 

P4; P15; P17; P26; P27; P29 Not implemented 7 
Source: The author (2026). 

3.4.3 Summary of quantitative data  

Regarding SQ1 it was found that about 52% of the papers didn’t specify 

any kind of performance metric for the proposed CPS (Table 6), but operation 



42 
 
 

time (the execution time of a given task) was the most frequent proposed metric 

(Figure 5). Very few papers made any performance comparison to validate the 

obtained results (4%). In this SLR the implementation of the 5C Architecture (Lee 

et al. 2015) in the selected publications was assessed as a form of measuring the 

maturity of the proposed CPS in the selected papers (Figure 6). Regarding SQ2 

it was found that only 14% of the selected papers considered all five levels of the 

CPS architecture implementation (Table 7). About 11% of the identified papers 

didn’t define the implementation in any level of the 5C CPS Architecture. 

Regarding SQ3 it was found that 22% of publications didn’t specify the 

Robotic Tasks, and 27% didn’t mention the number of robots used. Pick-and-

place and Transport were the most frequent Robotic Tasks which suggest that 

these are also the most proper to be executed by Autonomous Robots in CPS, 

where 56% of the papers used one to three robots. 

Figure 5 – Types of performance metrics distribution 

Source: The author (2026). 

Papers about practical applications are predominant in the selected 

studies (67%) (See Figure 3) and 2018 was the most prominent year holding 25% 

of the selected papers. About 87% of the selected papers were related to 

manufacturing industry in general; specific areas like Logistics, Pharma Industry 

and Warehouse appeared in about 13% of the papers. 

This SLR identified five Enabling Technologies that were combined with 

CPS and Autonomous Robots in the selected papers (Table 6), the most frequent 

one was IoT and related communications protocols, followed by Artificial 

Intelligence, Digital Twin, Virtual Reality, Big Data, Cloud Computing and 

Augmented Reality (Figure 7).  
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Figure 6– 5C levels distribution 

Source: The author (2026). 

Figure 7– Enabling technologies distribution 

Source: The author (2026). 

3.4.4 Qualitative data analysis   

During the analysis of the selected papers of a SRL it is usual to emerge a 

classification scheme from the intellectual process (Petersen et al. 2015; 

Kitchenham and Charters 2007). In the present Literature Review the identified 

similarities in conceptual and practical contributions were used to classify the 

selected papers as follows. 

a) Most of the papers were grouped as “Cognition and Configure”. Papers 

in this group aimed to enable decision-making support, self-configuration and/or 

self-adaptability; 

b) Many papers aimed to improve the AGV in the context of the I4.0 and 

CPS, most of them focused on the “Conversion” and “Cyber” levels. These were 

grouped under “Automatic Guided Vehicles”; 
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c) The third group of papers, named “Connection”, focused on improving 

the integration, security, and interoperability of the heterogenous components of 

a CPS;  

d) A fourth group of papers, named “Standardization”, was focused on the 

adoption or the proposition of a specific standard to approach different aspects of 

I4.0 and CPS. 

e) Human-Robot Collaboration (HRC) was the focus of a group of papers 

which made use of CPS and another enabling technologies to improve the HRC; 

f) Other contributions focused on maintenance, system specification, 

product customization and usability were clustered under “Other I4.0 Related 

Contributions”.  

These contribution classes are detailed following. 

3.4.4.1 Cognition and Configure   

The study of industrial robot control architecture was the most common 

among the papers in which the Configure and Cognition levels of the 5C 

architecture were implemented. Most of the papers proposed Digital Twin-based 

systems: self-configurable CPS robotic cell architecture (P10); simulation-based 

control architectures using Artificial Intelligence (P47), ROS (P21) and IoT (P34); 

a data and knowledge-driven robotic cell (P35); a Business Process Modeling 

approach for CPS (P44); the use of Deep Learning to enable DT-based control 

(P50); Artificial Intelligence and DT-based systems for supervision and monitoring 

of manufacture (P54) and for an improved system design framework (P57; P60); 

the use of a DT-based transfer learning method for Deep Learning algorithms 

(P55);  

A DT-based architecture for simulation, communication, intelligent 

scheduling using Deep Reinforcement Learning (P62); a framework using DT, 

Cloud Computing, Robot Control as-a-Service and Artificial Intelligence (P63); a 

DT-based visual monitoring and prediction system for shop-floor (P65) and the 

application of VR and DT to support a sustainable process and products in the 

context of I4.0 (P69). 

Other authors proposed a CPS based decentralized architecture for shop-

floor assembly (P49) and a knowledge model based self-configurated CPS 
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architecture (P70). Authors claim that their systems enable self-configuration (P1; 

P20; P70), self-adaptability (P21; P55), optimizes decision making (P35; P44; 

P49), demonstrates feasibility and effectiveness (P49; P62; P63; P65), can be 

used as a commercial solution (P50) and allows optimized use of resources 

increasing production cycles sustainability (P69). One paper found that the 

system fails completely with high latency scenarios (P34). 

The autonomous control for robotic multi-agent systems was also a goal in 

which some papers presented contributions to enable the higher levels of the 5C 

CPS Architecture. Contract Net Protocols are a task-sharing protocol in multi-

agent systems (Smith 1980), and a Smart Contract is a feature in Blockchain 

applications, which implements trusted transactions without third parties (P30). 

Some of the proposed systems made use of Contract Net Protocols (P6) or 

Blockchain Smart Contracts (P13; P67) to organize robotic multi-agent systems. 

Other papers proposed a vertical and horizontal integration architecture (P30); 

multi-agent based Deep Reinforcement Learning algorithm (P37); and a real-time 

Multi-Robot Task Allocation System to coordinate a heterogeneous Multi Robot 

System (P56). These papers claim that their systems achieved flexibility (P6; P37; 

P56), viability (P13; P3; P37; P56; P67) and reliability (P30; P67). 

In the context of Industrial Robot Control Architecture, a framework for 

modelling and assuring resilience by design (P52) and a Distributive Adaptative 

Control Cognitive Architecture for CPS (P59) were proposed. Authors concluded 

that the proposed framework is significant for both managing and communicating 

the resilience of a system within the socio-technical context (P52) and that the 

proposed architecture can help address I4.0 in future implementations (P59). 

3.4.4.2 Automatic Guided Vehicles   

Energy efficiency and load balance scheduling were the most frequent 

contributions in the context of AGVs’. Papers proposed the use of multi-agent 

systems combined with distributed control (P14; P23; P27), optimization 

algorithms (P14; P27; P32), and adaptative genetic algorithms (P32). Another 

paper proposed an IoT-based energy warning and control system (P25). These 

papers claim that their proposed systems demonstrated gains in energy efficiency 

and optimized load and task distribution. AGVs’ autonomy was also aimed by 
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some papers which proposed a graph based analytical system with autonomous 

robots (Zug et al. 2015), the development of a CPS-based approach (P8; P16); a 

DT-based mobile manipulator (P10) an open platform for AGV with Digital Twin 

(Seder et al. 2019), a Smart Factory based on the RoboCup Logistics League 

setup (P38) and on communication and computing layers (P5), the use of 

behavior trees and Reinforcement Learning (P41). These papers claim that their 

proposed systems had a successful implementation and demonstrated their 

viability. 

3.4.4.3 Connection   

Network integration and data transfer optimization for smart factories were 

also found that explored network routing and energy consumption (P18), a 

middleware with interoperability features to enable CPS connectivity (P43), the 

use of a ROS based Edge Node for the interoperability between Robots and other 

IoT devices (P51), a framework for 5G wireless integration (P58), the use of 

Informatics SoS and Device Bus as a framework (P61) and the use of an Asset 

Administration Shell-Enabled Digital Solution for manufacturing systems (P64). 

Experiments demonstrated that the system could operate under five times more 

efficient energy usage, with half bandwidth requirements enabling a higher 

amount of AGVs to be used at the same time (P18). It was also demonstrated 

that systems made CPS integration feasible (P43; P51), flexible (P51), reliable 

(P58), enable customization (P61) and reduced development and update 

expenses (P64). 

In the context of communication protocols, a performance evaluation for 

several IoT protocols (P9) and a security protocol for CPS (P53) were proposed. 

Authors demonstrated that MQTT was more efficient in terms of total process time 

in a simulated Smart Factory environment (P9) and the feasibility of the security 

framework on top of MQTT protocols (P53). 

To understand the consequences of a cyber-attack in a Smart Factory a 

holistic view of the security issues and challenges that arise in designing and 

securely deploying controlled manufacturing systems was proposed (P31). It was 

found that attacks that exploit robot programming languages, untrusted inputs, 
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and weaknesses in the implementation of permission systems can result in an 

attacker gaining full remote control of an industrial plant (P31). 

3.4.4.4 Standardization   

In the context of industrial robot control architecture and HRC, IEC 61499 

Function Blocks were used as an approach to enable: robotic cell adaptability to 

different processes (P7), Cyber-Physical Production Systems (P12), flexible 

control and energy consumption prediction (P25) and Smart HRC in welding 

process (P39). These papers claim that the IEC 61499 Function Blocks were 

successfully used to enable CPS low-cost design (P39), accuracy (P25) and 

flexibility (P7; P12; P25). In the same context a simulation-based control 

architecture using RAMI 4.0 Asset Administration Shells was proposed to enable 

I4.0 control (P47). Despite the impossibility of satisfying all industrial branches 

with only one architecture, these authors concluded that it's possible to find a 

common ground simulation-based control architecture for all of them. 

In the context of I4.0 Systems Design, a reference architecture model was 

proposed to identify and integrate I4.0 enabling technologies like IoT and Cloud 

Computing to support hybrid manufacturing processes (P11) and the use of 

standardized protocols and DT representations to enable CPS interoperability 

P42). An approach to support specification and modeling CPS using the 

Architecture Analysis & Design Language standard was also proposed (P26). 

These papers claim to have demonstrated feasibility and effectiveness. 

3.4.4.5 Human Robot Collaboration (HRC)   

The implementation of the HRC was the objective of many papers which 

proposed the following DT-based approaches: the use of a robot grasp and 

human ergonomics analysis before any action is taken in real world (P9); an 

Augmented and Virtual Reality based workstation design and assessment system 

(P27), and; a Virtual Reality based commissioning methodology (P37). A design 

methodology using sensors and computational vision for a collaborative robotic 

CPS was also proposed to implement HRC (P3). A safety and security framework 

for CPS HRC (P9) and a I4.0 HRC flexibility architecture taking a user-centered 

safety approach (P37) were proposed. The effects of a cyberattack over a HC 
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system a was studied (P3). The authors considered that the harmonization of the 

I4.0 flexibility goals, simulation and prototyping are crucial for the development of 

safe and secure HRC environments. 

3.4.4.6 Other I4.0 Related Contributions   

Condition Monitoring Systems are used to monitor and analyze equipment 

maintenance parameters aiming to predict and proactively avoid failure. To 

approach this problem in the context of Smart Factories maintenance a socio-

CPS-based System (P3), a CPS-based system (P40) and a prescriptive 

maintenance model (P66) were proposed to enable a more effective maintenance 

system. 

Developed frameworks delivered significant contributions to the ongoing 

design and architectural development of Condition Monitoring System in I4.0: the 

establishment of the basis for the standardized application of various condition 

monitoring functionalities (P40); the representation of a starting point for further 

developments in Socio-CPS and Condition Monitoring Systems (P3); the 

conceptualization of a knowledge-based model for prescriptive maintenance 

(P66). The results demonstrated that the design, implementation, and 

programming have sufficient robustness, efficiency, and ability to be used in other 

manufacturing environments (P40) and from 12% to 25% reduction in 

maintenance downtime (P66). 

With the objective of improving the specification and design of I4.0 systems 

the use of a system dynamic model was proposed. It gives a better understanding 

of the I4.0 systems and focuses on the most important components and 

interactions (P12) and theoretical constraint development, analysis, and 

validation methods for I4.0 systems (P41). It was demonstrated that the system 

dynamic model gives a broader vision of system development requirements (P12) 

and that the proposed framework for constraint validations was able to observe 

many uncertainty sources, vital for designing I4.0 systems (P41). 

The usability of a CPS was addressed by the development of a robust, 

user-friendly, scalable, flexible, and self-configurable tool able to describe, 

control, visualize and represent the complexity of a CPS using DT (P29). It aimed 

to enable CPS supervision and control without prior programming knowledge. 
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Authors concluded that Unity3D (a commercial game engine) is suitable for the 

implementation of a CPS interface but requires the integration of a more powerful 

physical simulator to be used in industry (P29). 

A cloud-based ubiquitous robotic system that could enable Cloud 

Manufacturing was proposed to address the problem of product customizability 

(P35). Authors considered that many technologies, such as CPS and 3D printing, 

required by the system were not mature enough to satisfy the system 

requirements. As a result, the proposed system could not completely fulfil the 

objectives and was not able to achieve self-configuration (P35). 

3.5 DISCUSSION 

Although 10 studies (P1, P6, P7, P14, P18, P47, P49, P55, P62, P70) 

describe architectures that conceptually cover all five levels of the 5C CPS 

Architecture (Lee et al., 2015), there is a clear gap between conceptual 

completeness and practical implementation. Among these studies, about half (P1, 

P6, P7, P49, P55) remain primarily at a conceptual or framework-definition stage. 

These papers emphasize reference models, high-level architectural principles, or 

system integration guidelines, but do not provide executable implementations, 

detailed algorithms for coordination between layers, or empirical validation 

through simulation, prototyping, or deployment in realistic manufacturing 

environments. 

In contrast, the remaining papers classified as practical applications (P14, 

P18, P47, P62, P70) advance toward operational demonstrations but typically 

achieve only partial or localized implementations of CPS functionalities. These 

efforts are often constrained to specific subsystems (e.g., individual machines or 

processes), rely on centralized control strategies, or validate only isolated layers 

(such as Connection/Conversion or Cyber aspects), thereby limiting scalability, 

generalization, and true end-to-end compliance with the full 5C hierarchy.  

Most of the papers were related to AGV or to static industrial robots. Only 

two of the selected papers mentioned the AMR, which can be considered, to 

some extent, as a synonym of AGV. A trend was found in the use of AGV 

combined with industrial robots and multi-agent systems, which seems to be the 

answer to spatial and process flexibility in the I4.0.  
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The inclusion of the human operator as a component of the I4.0 in a safe 

and secure way appears to be the focus of the papers covering HRC. Other 

aspects, like the operational efficiency, are usually put aside. Despite all the 

advantages of HRC, like the conciliation of employing AR and human operators, 

it was not completely explored due to the safety and security issues, inherent of 

HRC using AR in the I4.0, that still need to be addressed.  

Even though the fourth industrial revolution didn’t set up a broadly 

recognized standard yet the RAMI4.0 (Baptista & Barata, 2021) developed by the 

Electrical and Electronic Manufacturers' Association (Germany) and, the IEC 

61499 (Christensen et al., 2005) developed by the International Electrotechnical 

Commission (France) are the most frequent standards in the context of I4.0. In 

contrast, the framework for CPS developed by the NIST (Griffor et al., 2017) is 

seldomly used. The 5C was proposed as a CPS architecture in the academic 

context and can accommodate any standard.  In contrast, IEC 61499, RAMI4.0 

and the framework for CPS are proposed standards which can be compatible 

with other architectures. A convergence of standards and architectures could 

establish a more complete and general solution which could become popular and 

easier, the interoperability of different CPS among different enterprises. 

Some topics (like problems related to maintenance, system specification, 

product customization and usability) were seldomly employed in the context of 

CPS, AR and I4.0 indicating those as good research opportunities. Figure 8 

shows the distribution of selected papers among the biggest groups of interest. 

Further below, the figure shows a more qualitative analysis of results. 

3.6 CONCLUSIONS 

Regarding the Primary Research Question, it was found that, even though 

CPS concept and research have been developed for more than a decade, very 

few of the published papers have implemented a full 5C CPS Architecture with all 

the related attributes and capabilities. 
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Figure 8 – Groups of interest and Qualitative Analysis distribution 

Source: The author (2026). 

Furthermore, associated Enabling Technologies such as Big Data and 

Augmented Reality were not completely explored in conjunction with CPS and 

Autonomous Robots. Even though Virtual Reality was employed in some papers, 

only a few of these explored its potential by using Digital Twins technology. The 

system performance is usually measured in terms of Operation Time but 

comparison with traditional industry is not usual. 

One of the goals of implementing CPS and Autonomous Robots in I4.0 is 

to increase production efficiency but very few papers assessed the system 

performance or compared it to traditional industrial systems. Configure and 

Cognition implementation, the use of AGVs, the development of standards, HRC 

and complex I4.0 networks are the main research trends identified in this SLR. 

Further, there are many research opportunities regarding the relationship 

between the 5C and other architectures, the development of comparative 

performance and potential I4.0 studies compared to I3.0. 
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3.6.1 Limitations   

This SLR applied a systematic search and selection protocol with strict 

exclusion criteria which could result in some limitations. First, it only considered 

papers written in English, thus related papers published in other languages were 

not covered in this SRL. Second limitation is the paper’s availability: only open 

access papers or fully and freely available via Capes (Coordination for the 

Improvement of Higher Education - Brazil) were included. Third, the use of the 

search string applied to paper titles, keywords and abstract might have excluded 

papers which used distinct terms. 

3.7 SEARCH UPDATE 

A new literature search was conducted in February 2026 to ensure the 

specific relevance of Grid-CPS. Rather than replicating the original protocol, this 

literature review employed a more focused search strategy, tailored to the specific 

architectural foundations of this doctoral project. The search protocol considered 

the 5C architecture as a mandatory conceptual reference, and the use of System 

of Systems (SoS) in the CPS context, reflecting the proposed Grid-CPS instance. 

The following search strings were applied: 

 

a) 5C AND (CPS OR “Cyber-Physical Systems” OR “Cyber Physical 

Systems”) 

 

b) CPSoS AND I4.0 

 

The search was conducted across the same ASE used in the original 

review, covering publications from January 2023 to December 2025. The update 

did not retrieve any new primary research studies that explicitly address CPS 

implementations grounded in the 5C architecture or that used SoS in the context 

of I4.0. This result highlights the relevance and novelty of Grid-CPS. 
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4 GRID-CPS: AN INSTANCE OF THE 5C ARCHITECTURE  

A reference architecture provides a reusable, high-level blueprint that 

consolidates established knowledge, architectural patterns, standards, and 

design principles within a specific domain, while remaining abstract and 

independent of particular implementations (Cloutier et al., 2010). Such 

architecture serves as guiding frameworks, supporting consistency and informed 

decision-making across multiple system realizations. 

An instance or instantiation of a reference architecture, by contrast, 

involves the systematic translation of these abstract concepts into a concrete and 

deployable system. This process entails mapping the generic architectural 

elements and layers to specific implementation choices, including selected 

technologies, customized components, data flows, interfaces, and domain-

specific adaptations. Through this transformation, the resulting architecture 

preserves the intent of the reference model while accommodating the 

requirements and constraints of a particular application context (Angelov et al., 

2012). 

Within this perspective, Grid-CPS is proposed as an instance of the 5C 

Architecture to address identified research gaps related to the realization of a fully 

5C-compliant Cyber-Physical System for Industry 4.0. The architecture was then 

validated for the Manufacturing Automation Laboratory (LAMAN) at UDESC, 

providing a concrete context in which the applicability and feasibility of the 5C 

model can be explored. 

4.1 THE NOVELTY 

Even though the NIST published in 2017 a Framework for Cyber-Physical 

Systems in which the SoS nature of the CPS is mentioned only three papers 

mentioned it: From all references collected in the SLR only Diaz et al. (2016), 

Frömel and Kopetz (2016) and Truzer et al. (2020) proposed a SoS based 

approach for CPS, but all of them proposed a general-purpose system without 

mentioning industrial applications. 

Zhang (2018) was the only author found in the SLR that applied the SoS 

for CPS in Industry 4.0 context. Zhang proposed a model and design 
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methodology using the Architecture Analysis & Design Language which was 

approved and published as SAE Internal (previously known as Society of 

Automotive Engineers) Standard AS-5506 in November 2004, but the proposed 

method was not implemented nor validated.   

4.2 DISTRIBUTED AND SYSTEM OF SYSTEMS APPROACHES 

Smart Factories or Cyber Physical Production Systems have transited 

from the traditional control pyramid to a more decentralized architecture as can 

be observed in Figure 9.  

Figure 9 –Traditional Automation Hierarchy and CPS-based Automation 

 
Source: Monostori et al. (2016). 

The real-time critical levels, namely, Field and PLC levels are merged to 

ensure real-time data acquisition from the physical world and information 

feedback from the cyber space. The higher levels are organized in a more 

complex and distributed architecture, which is characteristic of CPS-based 

automation. Despite the apparent suitability of Distributed Systems and System-

of-Systems (SoS) approaches for the development of this research, the literature 

review revealed that only one of the identified studies explicitly proposes an SoS-

based approach. 
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4.2.1 Defining Distributed Systems 

Among the various definitions proposed in the literature, one particularly 

influential and concise characterization comes from van Steen and Tanenbaum 

(2017) “A distributed system is a collection of autonomous computing elements 

that appears to its users as a single coherent system.” 

This definition captures two essential and complementary characteristics. 

First, the system comprises multiple autonomous computing elements (often 

called nodes), which may be hardware devices (e.g., servers, sensors, robots) or 

software processes. These elements can operate independently, each with their 

own processing capability, memory, and control, and are typically connected via 

a network rather than sharing a single centralized clock or memory space. 

Despite this inherent distribution and potential independence, the system 

is engineered to present itself to users (or applications) as a unified, coherent 

whole, hiding the underlying complexity of coordination, communication, failures, 

and heterogeneity. 

4.2.2 Defining System of Systems (SoS) 

“A system that has operational and managerial independence of its 

elements is a system-of-systems” (Maier, 1998) and continues: 

Operational Independence of the Components: If the system-of-
systems is disassembled into its component systems the component 
systems must be able to usefully operate independently. That is, the 
components fulfill customer-operator purposes on their own. 
Managerial Independence of the Components: The component 
systems not only can operate independently, they do operate 
independently. The component systems are separately acquired and 
integrated but maintain a continuing operational existence independent 
of the system-of-systems. 

According to Maier (1998) the Internet, the USA Integrated Air Defense 

and the Intelligent Transport System are examples of Systems of Systems. The 

author further advocates that the communication network is what keeps the 

system components tied to form the whole. 

4.3 GRID-CPS – INSTANCE 

In the context of Industry 4.0, traditional manufacturing systems are 

increasingly required to be decomposed into modular and operationally 
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autonomous components in order to support decentralized decision-making and 

flexible system reconfiguration (Monostori et al., 2016). This shift enables 

manufacturing elements to be managed and operated independently within 

cyber-physical production systems, fostering adaptability and scalability across 

complex industrial environments (Weichhart et al., 2021).  

This can be done using embedded systems to transform a common 

component into a smart component with wireless communication capabilities, 

computing autonomy, operational and managerial independence to form a single 

coherent system. For every smart component the 5C Architecture will be applied 

to ensure that each component has all the capabilities of a complete CPS. 

The cooperation among each component will be guaranteed by giving 

them a common global task to be executed. This type of SoS is denominated 

collaborative (Maier, 1998). Grid-CPS is presented as follows: A DS and SoS 

based CPS using several enabling technologies aiming to achieve all I4.0 

capabilities present in the 5C Architecture. The conceptual proposed architecture 

is presented in Figure 10, where Nn represents a node in the mesh control and 

communication architecture. 

Figure 10 – Grid-CPS Instance 

 
Source: The author (2026). 

4.3.1 5C Levels Implementation of Grid-CPS 

The implementation of the 5C Levels will observe the following structure: 
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a) Smart Connection: Wireless communication technologies use IoT 

protocols to create a Mesh Network which is used for equipment condition 

monitoring and process scheduling and control; 

b) Data Conversion: Sensor and equipment operational data are 

processed and converted into information on each node before being transmitted 

to the other nodes avoiding raw data transmission among the nodes; 

c) Cyber and Cognition: a Cyber version of Grid-CPS is integrated with the 

Physical Layer and used for control and decision making of the autonomous 

robots and other smart components of the Grid-CPS to enable self-comparative 

capability; 

d) Configure: A resilient and robust control capability emerges from the 

interaction of the Grid-CPS nodes while they collaborate to fulfill a given high-

level task. Artificial Intelligence techniques, like Deep Learning and Fuzzy Logic 

can be used on each Node for automatic high-level control of the Grid-CPS 

enabling self-configure and self-adaptability. 

4.3.2 Grid-CPS Node Overview 

The physical layer of the CPS represents the equipment itself and the 

connection it has with the embedded system. The Cyber layer represents the 

domain in which the Digital Twin and other enabling technologies are applied to 

enable self-awareness, self-comparison, self-configuration and self-adaptability 

skills for the Node (Fig. 11). 

Figure 11– Node Architecture 

Source: The author (2026). 
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Process and operational data collected by the system in the physical layer 

is transmitted for the cyber layer where data is converted into information by an 

Artificial Intelligence based condition monitoring and self-awareness application 

(Fig. 12). The process information is used by the Cyber Layer to provide a 

graphical Human Machine Interface to support Decision Making Optimization and 

different operational scenario simulations. The node operational status is 

transmitted for another nodes for process control and collaborative task execution 

purposes. 

Figure 12– Node Data and Information Flowchart 

Source: The author (2026). 

 

4.4 PHYSICAL LAYER – I4.0 TESTBED 

Inaugurated in 2012, the Manufacture Automation Laboratory (LAMAN), 

consists basically of industrial robots and a flexible manufacturing system formed 

by a conveyor belt with four workstations: machining; assembling; quality; and 

warehouse. All stations included an industrial manipulator robot. In addition to 

being used for teaching purposes in undergraduate and graduate disciplines, the 

laboratory provides the means for the development of research related to Industry 

4.0. Figure 13 shows the laboratory infrastructure. 

LAMAN workstations: 

1 - The Warehouse Workstation is composed of a custom robot and a 

warehouse with 72 positions (Fig. 14).  

2 - The Machining Workstation is composed of an automatic CNC 

machine, an automatic drilling station and a sliding robot (Fig. 14); 

3 - The Assembling Workstation is composed of a glue system, a ball 

setter, a screwdriver, a pneumatic vise, and a robot (Fig. 15); 
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4 - The Quality Workstation is composed of a vision camera, a caliper, and 

a robot (Fig. 15).  

Figure 13 – LAMAN Infrastructure  

Source: The author (2026). 

Figure 14 – Warehouse and Machining Workstations  

Source: The author (2026). 
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Figure 15 – Assembling and Quality Workstations 

Source: The author (2026). 

4.4.1 The Standard Production Cycle 

The pin is taken from the warehouse workstation in a raw cylindrical shape. 

It is then processed by the Machining Workstation and sent to the assembly 

station where it will wait for the base (Fig. 16). The base is taken from Warehouse 

Workstation in its cubic and raw form. The nylon block is sent to the Machining 

Workstation and sent to Assembling Workstation (Fig. 16) where a robot performs 

a careful assembly placing the pin inside the base to finally form the standard 

product. The standard product is sent to a quality workstation to undergo an 

inspection and then stored at the Warehouse Workstation. Figure 17 illustrates 

the production cycle. 

Figure 16 – Standard Product Pin and Base 

Source: The author (2026). 

These subtasks are predefined and scheduled for the I3.0 configuration by 

an expert, based on his empirical knowledge about the production process.  
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Figure 17 – Production Cycle 

Source: The author (2026). 

4.5 CYBER LAYER – THE VIRTUAL REPLICA OF LAMAN 

The cyber layer of Grid-CPS is similar to the Physical Layer, the I4.0 

testbed presented in last section, but in the cyber layer the number of 

computational nodes isn’t limited by operational costs. While the physical layer 

was constrained to seven nodes corresponding to the available hardware 

elements, the cyber layer was designed with greater granularity. In this layer, 

selected physical nodes were subdivided into multiple logical or computational 

units, each responsible for a specific function. This subdivision enabled a more 

flexible and modular architecture by decoupling software functionalities from 

physical hardware constraints. In the physical layer, these sub nodes can be 

grouped into a singular physical node enabler device (such as ESP8266) to be 

processed as parallel computational tasks. The sub nodes communicate with 

each other just like an IoT device does. 

Grid-CPS is designed as a decentralized CPS aligned with the principles 

of the 5C model, emphasizing modularity, distributed control, and scalable 

integration of manufacturing resources. Rather than implementing all 

functionalities within a single monolithic simulation, the instance is organized into 

multiple interconnected simulation scenes, each representing a coherent subset 

of system responsibilities. This organization reflects a Distributed System 

Warehouse 
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approach, where individual scenes operate autonomously while cooperating 

through defined communication mechanisms.  

In distributed CPS, communication graphs are commonly used to 

represent how autonomous computational entities interact through explicit 

communication mechanisms (Raynal, 2013). In these representations, system 

components, such as processes or software modules, are modeled as nodes, 

while communication channels or shared variables are represented as edges. 

This abstraction highlights information flow and coordination relationships 

independently of physical deployment and implementation details. 

Based on this principle, this work adopts an adaptation of communication 

graphs, referred to as Signal Diagrams, to model the cyber layer of the proposed 

architecture. In these diagrams, nodes represent individual scripts acting as 

computational units, while the links denote signal-based communication used for 

coordination and data exchange. Directional links explicitly represent the flow of 

information between scripts, providing a clear and concise view of the system’s 

communication structure. 

Within this structure, cyber-layer functionalities are distributed across 

computational nodes implemented as scripts, enabling clear separation of 

concerns, reduced control complexity, and improved flexibility. The following 

section details the implementation of these scenes. 

4.5.1 Warehouse and Conveyor Nodes 

Figure 18 illustrates the implemented architecture, where each script is 

represented as an individual computational node. Communication between 

nodes is achieved through 32-bit integer signals and buffer signals, 

corresponding to the links depicted in Figure 18. Table 8 presents the Nodes 

description and related signals; in the table all nodes that read and write the Pallet 

registration signal are denoted “P*” and all nodes controlling the Transportation 

Board movement “T#”. 
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 Figure 18– NC and NW Nodes and Signals Diagram  

Source: The author (2026). 

The Warehouse Node (NW) and the Conveyor Node (NC) were 

implemented within the same simulation scene as part of the decentralized 

architecture. This design choice was made to prevent excessive fragmentation of 

the cyber layer, which could otherwise increase control complexity and hinder 

system coordination. Grouping these nodes allowed for more efficient 

management of closely related material-handling functions while preserving the 

overall distributed architecture. 
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Table 8 – NW and NC Nodes and Signals description 

Node Description  Read Signals from Write Signals to 

Add Warehouse shelf filler Req, P* P* 
B(2-4) Received objects creation FnS FnS, Fn, Dn 
D(2-4) Sent objects deletion P*, Bn, Fn, FnS P* 
F(2-4) Distributed workstations conveyor breaks Bn, FnS Dn, FnS 

F(2-4)S ZMQ Dealer/Router connection handling Bn, Fn Bn, Dn, Fn 
FH Hold detected transportation boards S1A, R T# 
FR Release detected transportation boards NW, R T# 
NC Conveyor abstraction model - T(1-6) 
NW Warehouse signal-based coordinator S1A, S1B, Req, R FR, Pll, Psh, R 

P(1-36) Initial pallet data recorder P* P* 
Pll Pull pallets task points calculations NW, P* R, P* 

Psh Push pallets task points calculations NW, P* R, P* 
R Calculated movement points execution NW, Pll, Psh FH, FR 

Req Interactive production request interface - NW, Add 
S1A Transportation board sensor reading - FH, NW 
S1B Pallet detection sensor handling - NW 

T(1-6) Transportation boards NC, T# - 
 Source: The author (2026). 

 

The Conveyor Node comprises four braking units (FH, FR, F2, F3, and 

F4), their associated sensors, and six transportation boards (T1–T6), matching 

the number of boards available in the LAMAN facility (Figure 13). The braking 

units were organized according to their functional roles within the material-

handling process and labeled using the prefix “F”, denoting functional brake units. 

This naming convention improves model clarity and avoids ambiguity with the 

Bridge Nodes introduced later in the architecture. 

The Warehouse Node consists of a robotic manipulator (R), a storage 

shelf, and a set of pallets (P1–P36) containing production parts. The number of 

pallets present in the simulation is dynamically adjusted at runtime based on the 

number of production requests. An interactive Request (Req) node provides an 

interface for specifying production demand and sends a signal to the Add node 

indicating the number of requested production orders. Upon receiving this signal, 

the Add node creates and updates a buffer signal in which all pallets are 

registered. Two additional nodes manage pallet flow on the conveyor: the FH 

node is responsible for holding pallets detected by the sensors, while the FR node 

controls their release. These nodes send control signals to the transportation 

boards (T1–T6), either stopping or resuming their movement as required. 

Based on sensor feedback (S1A and S1B), the Warehouse Node (NW) 

triggers either the Push (Psh) or Pull (Pll) nodes, which compute the reference 
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positions for robotic manipulation. These reference positions are then transmitted 

to the robot node (R) to execute pick-and-place tasks. 

Two signals are shared across multiple nodes: a 32-bit integer signal used 

by all brake nodes to control the transportation boards, and a buffer signal that 

stores pallet information. This buffer signal is accessed by the Bridge nodes (B2, 

B3, and B4), the Delete nodes (D2, D3, and D4), the Add node, the Pallet nodes 

(P1–P36), and the Psh and Pll nodes. Finally, the F2S, F3S, and F4S nodes are 

responsible for establishing ZeroMQ (ZMQ) communication with the three 

additional simulation scenes, through TCP/IP connections, enabling distributed 

system coordination.  

4.5.2 Machining Node 

The Machining Node (NM) was implemented as a separate simulation 

scene and subsequently connected to the main scene through a ZeroMQ (ZMQ) 

TCP/IP communication channel. To ensure seamless interaction between 

scenes, all nodes that communicate with the F2S node on the Conveyor side 

were mirrored within the Machining Node scene (Table 9). 

These mirrored nodes are responsible for bridging and synchronizing 

signals, allowing distributed components to behave as if they were operating 

within a single simulation environment. When a transportation board is detected 

and held by the F2 node on the Conveyor Node (NC) side, the board is removed 

by the corresponding D2 node and recreated within the Machining Node scene. 

This mechanism effectively implements a logical teleportation process between 

scenes. The buffer signal on the NC side is updated each time a teleportation 

event occurs to maintain consistency of pallet and board data across the system. 
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Figure 19– NM Nodes and Signals Diagram 

Source: The author (2026). 

Table 9 – NM Nodes and Signals description 

Node Description  Read Signals from Write Signals to 

B2 Received objects creation F2S F2S, D2, F2, NM 
Bf Buffer collision detection F2, R R 
D2 Sent objects deletion B2, F2, F2S - 
Dril Drilling tool simulation - - 
F2 Sensor handling and break control F2S, B2 NM, F2S, D2, Bf 

F2S ZMQ Dealer/Router connection handling B2, F2, R B2, D2, F2 
Mil Milling tool simulation - - 
NM Machining signal-based coordinator F2, R, B2 RP 
R Calculated movement points execution RP NM, Bf 

RP Movement task points calculations NM R 
 Source: The author (2026). 

Within the Machining Node, the NM and Bf nodes process incoming sensor 

signals and generate control signals that are sent to the RP and R nodes to trigger 

pick-and-place task execution. The Drill and Mill nodes operate autonomously, 

relying exclusively on collision-check functions to govern their behavior. Figure 

19 illustrates the implemented architecture, where each script is represented as 

a computational node and the communication signals define the node links. 
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4.5.3 Assembling Node 

Figure 20 illustrates the implemented architecture of the Assembling Node, 

where each script is represented as a computational node and the 

communication signals define the node links. Table 10 presents a description of 

the nodes and the relative signals shared among them, the nodes responsible for 

the task movement points calculation and execution (Psh, Pll, df and fd) set the 

same signal and are represented by “W*” in the Table, the Nodes that uses that 

read that signal (NA, F3 and F3s) are represented by “R*”. 

In the Assembling Node (NA), all nodes that communicate with the F3S 

node were similarly mirrored to enable distributed execution across simulation 

scenes. The primary distinction between this node and the Machining Node lies 

in the finer granularity of its control logic. In this case, calculation and movement 

scripts were further subdivided to increase flexibility, which is required because 

the sequence of movements varies depending on the type of part detected by the 

sensors. Psh and Pll nodes are responsible for executing pick-and-place 

operations between the transportation board and the buffer. In a similar manner, 

fd and df nodes calculate and perform pick-and-place movements between the 

buffer and the assembling board. This decomposition allows movement logic to 

be dynamically adapted according to sensor input and task requirements.  

Figure 20– NA Nodes and Signals Diagram 

Source: The author (2026). 
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Table 10 – NA Nodes and Signals description 

Node Description  Read Signals from Write Signals to 

B3 Received objects creation F3S F3S, D3, F3 
Bd Assembling board simulation NA Bf, F3S 
Bf Buffer collision detection F3, Psh, Bd - 
D3 Sent objects deletion B3, F3, F3S - 
df Board to buffer movement task NA R* 
F3 Sensor handling and break control F3S, B3, W* NA, F3S, D3, Bf 

F3S ZMQ Dealer/Router connection handling B3, F3, Bd, W* B3, D3, F3 
fd Buffer to board movement task NA R* 

NA Assembling signal-based coordinator F3,W* W*, Bd 
Pll Pull pallets task NA R* 

Psh Push pallets task NA R* 
 Source: The author (2026). 

4.5.4 Quality Node 

Figure 21 presents the implemented architecture of the Quality Node 

illustrating each script as a computational node and the corresponding signal 

communication as links between them. Table 11 presents a description of the 

nodes and the relative signals shared among them, the nodes responsible for the 

task movement points calculation and execution (Psh, Pll, df, fd and MO) set the 

same signal and are represented by “W*” in the Table, the Nodes that uses that 

read that signal (NQ, F4 and F4s) are represented by “R*”. The Quality Node 

(NQ) introduces an additional operational capability compared to the previously 

described nodes, namely the ability to discard defective parts. This functionality 

is implemented through an additional movement sequence dedicated to part 

rejection. 

The calculation and execution of movements associated with the 

discarding operation are handled by the Move Out (MO) node. Upon completion 

of the MO node’s execution, the defective object is removed from the simulation 

environment. Apart from this additional functionality, the remaining nodes within 

the Quality Node follow the same operational logic and control structure adopted 

in the Assembling Node.   
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Figure 21– NQ Nodes and Signals Diagram  

Source: The author (2026).  

Table 11 – NQ Nodes and Signals description 

Node Description  Read Signals from Write Signals to 

B4 Received objects creation F4S F4S, D4, F4 
Bd Assembling board simulation NQ Bf, F4S 
Bf Buffer collision detection F4, Psh, Bd - 
D4 Sent objects deletion B4, F4, F4S - 
df Board to buffer movement task NQ R* 
F4 Sensor handling and break control F4S, B4, W* NQ, F4S, D4, Bf 

F4S ZMQ Dealer/Router connection handling B4, F4, Bd, W* B4, D4, F4 
fd Buffer to board movement task NQ R* 

MO Discard part movement task NQ R* 
NQ Quality signal-based coordinator F4, W* Bd, W* 
Pll Pull pallets task NQ R* 

Psh Push pallets task NQ R* 
 Source: The author (2026). 

4.6 FINAL REMARKS 

This section provides a consolidated overview of the conceptual and 

implementation aspects introduced in this chapter. It summarizes the main 

characteristics of the proposed Grid-CPS instantiation, emphasizing its alignment 

with the 5C CPS model and its organization according to Distributed Systems 

(DS) and System-of-Systems (SoS) principles. In addition, it briefly outlines how 

these concepts were instantiated and explored through simulation, serving as a 

transition to the subsequent development and assessment activities. 
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Most of the systems found in the literature are restricted to isolated 

machines, centralized control, or basic predictive maintenance and self-

awareness features. Usually missing key challenges of large-scale, 

heterogeneous, dynamic, robotic fleets, for example, DS principles, emergent 

collaboration and autonomy inherent to SoS approaches; and self-configuration. 

Grid-CPS bridges these gaps by deliberately designing the CPS as a distributed 

SoS while preserving the 5C compliance. 

4.6.1 Features 

The proposed Grid-CPS architecture was designed with the objective of 

aligning with the five levels of the 5C CPS. Each level is distributed across 

multiple computational nodes, enabling the following capabilities: 

a) Connection: real-time condition monitoring supported by IoT-based 

communication and embedded systems; 

b) Conversion: local data processing and self-awareness at the node level, 

supporting operational insight generation; 

c) Cyber: integration of a Digital Twin environment that represents the 

physical plant and enables historical performance analysis; 

d) Cognition: decision-support and optimization mechanisms based on 

simulation and algorithmic reasoning; 

e) Configuration: adaptive behavior achieved through decentralized 

control and dynamic task allocation among nodes. 

Beyond its alignment with the 5C architecture (Lee et al., 2015), Grid-CPS 

is deliberately structured according to core principles of distributed systems. 

Following the influential characterization by van Steen and Tanenbaum (2017), a 

distributed system consists of a collection of autonomous computing elements 

that collaborate through message passing to achieve shared, system-level 

objectives, while each node retains its local independence and decision-making 

capability, reflecting System-of-Systems characteristics. Together, these 

characteristics provide a modular and scalable architectural foundation suitable 

for Industry 4.0-oriented manufacturing environments. 
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5 GRID-CPS: CYBER LAYER IMPLEMENTATION 

This chapter presents the practical implementation and validation of the 

proposed Grid-CPS Instance within a simulated manufacturing environment. 

Building upon the conceptual framework introduced in previous chapters, the 

focus here is on demonstrating how the architecture operates under realistic 

conditions, ensuring compliance with Industry 4.0 principles and advanced CPS 

paradigms. 

The implementation uses CoppeliaSim, a robotic simulation platform, to 

replicate the physical infrastructure of LAMAN. The simulated environment 

integrates multiple robotic manipulators, conveyor systems, and heterogeneous 

manufacturing stations, enabling the representation of complex and distributed 

production processes. This setup allows the proposed architecture to be 

validated in terms of its ability to coordinate heterogeneous resources, execute 

collaborative tasks, and sustain decentralized control, while remaining compliant 

with the 5C Architecture and aligned with Distributed Systems (DS) and System-

of-Systems (SoS) principles. A detailed description of the development process 

is presented in Appendix A. 

5.1 MAIN STRATEGICAL DEVELOPMENT SOLUTIONS 

The development of the Cyber Layer, a virtual replica of LAMAN for Grid-

CPS, required addressing a series of technical challenges that emerged 

throughout the implementation process. This section summarizes the solutions 

adopted to overcome each challenge. The following list presents each issue 

alongside the corresponding solution, providing a summary of the choices made 

during the implementation phase: 

a) Dynamic braking imprecision – The dynamic braking model was 

replaced with a programmatic approach using explicit object positioning to ensure 

deterministic behavior; 

b) Unstable dynamic grasping behavior – Dynamic grasping was 

substituted by a programmatic grasping strategy in which the object is temporarily 

attached to the gripper; 
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c) Sensor blind gap due to object geometry – The pallet grab-handle 

geometry was redesigned to eliminate detection gaps between simulation steps; 

d) Collision detection affected by object grouping – Object hierarchies 

were restructured and collision responsibility was disabled for non-relevant 

gripper components; 

e) Signal interference between multiple robots – Conditional logic and 

contextual signaling were introduced to prevent cross-interference between robot 

scripts; 

f) Uncontrolled script execution and sensor misfires – Script execution was 

synchronized using signal-based blocking to prevent unnecessary execution 

cycles; 

g) Backward compatibility issues across software versions – The 

simulation scene was reconstructed using the updated simulator version to 

remove legacy dependencies; 

h) Motion constraints caused by complex conveyor geometry – The 

conveyor model was replaced with a simplified path-based abstraction. 

i) Performance degradation due to increasing simulation load – The 

simulation was decomposed into synchronized distributed scene files; 

j) Limitations of synchronous ZMQ request–response communication – A 

DEALER/ROUTER ZeroMQ configuration was adopted to enable asynchronous 

communication; 

k) Data corruption using buffer-based signals – Buffer-based signaling was 

replaced by multiple integer-based signals. 

5.2 GRID-CPS REPOSITORY 

To support transparency, reproducibility, and future extension of the 

research presented in this thesis, a public software repository has been created 

to house the implementation and supporting artifacts of the proposed CPS 

architecture. The repository, titled Grid-CPS1, is hosted on GitHub and contains 

the complete simulation code base, geometric models, project structure, 

configuration files, and relevant documentation associated with the distributed 

 
1 https://github.com/JonatasVT/GRID-CPS 
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CPS instantiation described in this work. The Grid-CPS repository serves as an 

executable instantiation of the architectural concepts introduced in this thesis, 

including the distributed organization of the Cyber layer, the logic governing 

individual workstation nodes, and the communication mechanisms that 

interconnect them. It provides the source code for the scripts, scene files, and 

auxiliary utilities employed to build the simulation environment in CoppeliaSim, 

representing the multi-robot industrial setting modeled in this research. 

To keep the different parts of the project well-organized, script files are 

intentionally separated across 4 branches (an independent version of the 

codebase used to develop, test, or isolate specific features without affecting the 

main project). By making the code publicly available under an open-source 

license (Apache-2.0), this repository facilitates independent review, replication, 

and further research by other scholars and practitioners. It also provides a 

foundation for future extensions, such as integration with additional simulation 

platforms, incorporation of advanced control strategies, or adaptation to different 

manufacturing scenarios.  

5.2.1 Repository Statistics 

To provide an overview of the implementation effort and the distribution of 

control logic across the different development branches of the Grid-CPS 

repository, this subsection reports basic statistics related to the simulation 

codebase (Table 12). For each branch, the number of script files and the 

corresponding total number of source-code lines are presented, offering a 

quantitative indication of the modular structure and relative complexity of the 

implemented cyber-layer components. 

Table 12 – Repository Number of Files and Code Line Statistics 
Branch Number of Script Files Lines of Code 

NW-DEALER 26 1,820 
NM-ROUTER 11 761 
NA-ROUTER 11 952 
NQ-ROUTER 12 1,034 

Totals 60 4,567 
Source: The author (2026). 

The table summarizes the distribution of script files and lines of code 

across the different branches of the simulation framework. The NW-DEALER 
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branch is the most complex, reflecting its role in coordinating warehouse and 

distribution operations. In contrast, the NM, NA, and NQ branches represent 

specific workstation functionalities with comparatively smaller but still significant 

implementations. Overall, the distribution highlights a modular structure, in which 

each branch operates as a functionally independent component aligned with the 

proposed distributed CPS architecture. A detailed description of each script is 

provided in Appendix C. 

5.3 SIMULATION STATISTICS 

This section presents a quantitative characterization of the simulation 

environments developed for the Grid-CPS architecture. For each simulation file, 

the main structural and operational metrics are reported to support a transparent 

assessment of the simulation complexity and execution behavior. Specifically, the 

statistics include the number of scripts, communication signals, simulated 

sensors, and three-dimensional objects instantiated in each scene, as well as the 

execution time associated with individual tasks. 

5.3.1 NW-DEALER 

The NW-DEALER simulation file represents the warehouse and conveyor 

systems of the proposed Grid-CPS architecture and constitutes the most complex 

simulation scene in terms of coordination and control. The scene contains several 

script objects (see Table 13), each corresponding to an autonomous 

computational unit responsible for specific control or coordination functions. 

Communication among these units is achieved through signals, which support 

synchronization, data exchange, and control flow across the distributed cyber 

layer. The simulation includes eight sensors used to detect pallets and 

transportation boards at critical points along the material-handling process. In 

total, the scene comprises various objects, including three-dimensional models, 

dummies, and script objects. 

The pick-and-place tasks of retrieving a pallet from the shelf and placing it 

onto a transportation board, or to take it from the transportation board to store it 

on the shelf, require about 2 minutes to complete. This duration encompasses 

sensing, decision logic, robot motion execution, and coordination with the 
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conveyor system. It also takes about 2 minutes for a transportation board to 

complete the conveyor path loop. The transportation task time will be 

independent of the time the pallets get held by the workstations brake system. 

Table 13 – NW and NC Simulation Scene Statistics 

Structure 

Script objects 26 
Communication signals 37 

Sensors 8 
Total objects in scene 121 

Timing 
Pick-and-place operation 1 minute and 40 seconds 

Conveyor loop time 1 minute and 55 seconds 
Source: The author (2026). 

5.3.2 NM-ROUTER 

The NM-ROUTER simulation file represents the machining workstation 

within the Grid-CPS architecture, encompassing the control logic required for 

material transfer and machining operations. The scene includes script objects, 

each responsible for a specific control or coordination function, and utilizes 

communication signals to support synchronization and data exchange among the 

distributed components. The simulation incorporates two sensors to detect 

pallets and a representation of the transportation board. The scene objects 

include script objects, dummies, and three-dimensional models of the robotic 

arm, buffer, and machining equipment. 

Operational timing measurements were conducted to characterize the 

execution of representative tasks within the machining workstation. Table 14 

illustrates the operational timing for each task. The total execution time for the full 

operational sequence in this simulation file is approximately 3 minutes and 20 

seconds. 

Table 14 – NM Simulation Scene Statistics 

Structure 

Script objects 11 
Communication signals 15 

Sensors 2 
Total objects in scene 74 

Timing 

Transfer pallet to buffer 55 seconds 
Place part on machine 52 seconds 

Remove part from machine 44 seconds 
Place pallet on the transportation board 47 seconds 

Total execution time 3 minutes and 20 seconds  
Source: The author (2026). 
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5.3.3 NA-ROUTER 

The NA-ROUTER simulation file represents the assembling workstation 

within the Grid-CPS architecture, focusing on part handling and assembly-related 

operations. All the statistics are presented in Table 15. The total execution time 

for the full operational sequence in this simulation file is approximately 1 minute 

for the first part, and 2 minutes for the second part. 

Table 15 – NA Simulation Scene Statistics 

Structure 

Script objects 11 
Communication signals 22 

Sensors 2 
Total objects in scene 76 

Timing 

Transfer pallet to buffer 35 seconds 
Place part on assembling board 25 seconds 

Remove part from assembling board 25 seconds 
Return pallet to transportation board 20 seconds 

Total execution time (first part) 1 minute and 20 seconds 
Total execution time (second part) 1 minute and 45 seconds 

Source: The author (2026). 

5.3.4 NQ-ROUTER 

The NQ-ROUTER simulation file represents the quality inspection 

workstation within the Grid-CPS architecture, incorporating inspection and 

rejection logic in addition to standard material-handling operations. All the 

statistics are presented in Table 16. The total execution time for the full 

operational sequence in this simulation file is approximately 2 minutes. 

Table 16 – NQ Simulation Scene Statistics 

Structure 

Script objects 12 
Communication signals 19 

Sensors 2 
Total objects in scene 69 

Timing 

Transfer pallet to buffer 20 seconds 
Place part on quality board 34 seconds 

Return part to pallet 20 seconds 
Return pallet to transportation board 25 seconds 

Discard defective part 20 seconds 
Total execution time 1 minute and 50 seconds 

Source: The author (2026). 
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5.3.5 Summary of Simulation Statistics 

When considered together, the four simulation files comprise a total of 60 

script objects, 93 communication signals, and 340 objects, including scripts, 

dummies, sensors, and three-dimensional models. These figures reflect the 

degree of modularization and distribution adopted in the cyber layer across the 

different workstations. 

From an operational standpoint, the cumulative execution time required to 

complete a full production cycle, considering all representative tasks across the 

Warehouse, Machining, Assembling, and Quality workstations, is approximately 

10 minutes. This aggregated duration encompasses pallet handling, part transfer, 

machining, assembly, inspection, and discard operations, and serves as a 

reference for a single manufacturing request. Considering Grid-CPS full process 

capabilities, it would take 3 hours to complete 18 production requests 

sequentially.  

5.4 CONCEPTUAL VALIDATION 

The conceptual validity of the proposed system is analyzed by comparing 

DS, SoS and 5C architecture definitions and the proposed proof-of-concept. The 

compliance of LAMAN4.0 to the mentioned approaches is verified. The 

architectural concepts presented in this chapter were validated through a 

simulation-based implementation developed using CoppeliaSim, a robotic 

simulation platform. The Cyber Layer reproduces the layout and operational logic 

of the Physical Layer (LAMAN), including: 

a) four robotic arms distributed across Warehouse, Machining, 

Assembling, and Quality workstations; 

b) a conveyor-based material-handling system; 

c) multiple manufacturing stations equipped with machining, drilling, and 

inspection capabilities. 

The simulation environment allows the exploration of distributed control 

strategies, interactive production requests, and coordinated task execution under 



78 
 
 

realistic operational constraints. By integrating multiple robots and 

heterogeneous equipment, the implementation provides a concrete context for 

examining how the proposed Grid-CPS architecture behaves in a decentralized 

CPS setting. These results establish the basis for the development process and 

assessment activities discussed in the following chapter. 

5.4.1 5C Compliance 

To comply with the 5C architecture the system must implement all the 5 

levels of the architecture. As we are applying it from a DS perspective and using 

the SoS approach, the 5C levels are also distributed among the Grid-CPS Nodes. 

The 5C architecture attributes were applied to the Grid-CPS as listed: 

a) Condition Monitoring: This attribute is achieved by directly measuring 

the operational data from the sensors and making it available for all the other 

nodes in the simulation, which emulate the IoT technologies. In the proposed 

physical layer, it can be done using an Ad-Hoc Wireless Network using the 

ESP8266 (see Appendix B); 

b) Self-Awareness: This attribute is achieved by structured data shared 

and updated by all nodes in the DS/SoS architecture. This permits each Node to 

use of the acquired data to extract knowledge about itself and use it to adjust the 

Grid-CPS interactions; 

c) Self-Comparative: When a Node is confronted with a subtask request it 

compares it with its own capabilities before accepting or rejecting the subtask 

request; 

d) Decision-Making Optimization: By evaluating different layouts or 

production arrangements within Grid-CPS; 

e) Self-Configure: Every time Grid-CPS receives a new production request 

the system automatically creates the necessary objects to be added in the 

Warehouse Workstation and the structured data is updated resulting in a self-

configurated platform. 

5.4.2 System of Systems (SoS) Compliance 

According to the definition of SoS presented in Chapter 4, Grid-CPS 

comply with two requirements: 
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a) Operational Independence of the Components: The operational 

independence of the Components is achieved by the implementation of the 5C 

CPS architecture in each Node. By doing so, each component is a complete and 

operational independent CPS; 

b) Managerial Independence of the Components: The managerial 

independence of the Components is assured by the self-awareness, self-

compare and self-configurate capabilities of the Nodes that integrated but 

maintain an operational existence independent of the system-of-systems (Maier, 

1998). Cooperation among the Nodes occurs while they extract knowledge from 

the system, update the model parameters and execute the subtasks with a 

common goal. 

5.4.3 Distributed Systems (DS) Compliance 

Since Grid-CPS complies with the 5C architecture and SoS requirements 

it automatically complies with the DS definition as a group of computing elements 

that behave independently and in collaboration to fulfill a common goal.  

5.5 INTEGRATION OF NEW WORKSTATIONS – REFERENCE METHOD 

This section presents a reference method for integrating a new workstation 

into the proposed CPS-based manufacturing architecture. The method is 

structured as a sequence of well-defined steps that support consistency, 

modularity, and scalability when extending the plant with additional workstations. 

5.5.1 AR Cyber Workstation Modeling 

The first step consists of modeling the workstation at the cyber level by 

replicating its geometrical and physical counterpart within the simulation 

environment. This activity aims to establish a coherent digital representation of 

the workstation and its main operational elements. At this stage, the following 

aspects must be identified and modeled: 

a) Type of robot employed at the workstation; 

b) Tools or end-effectors available to the robot; 

c) Manufacturing Equipment (machining, assembling, painting etc.) 
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d) Presence and role of buffers or boards for intermediate storage or 

material handling. 

This modeling step defines the basic capabilities and constraints of the 

workstation and provides the foundation for subsequent task and control design. 

5.5.2 Robotic Tasks Mapping 

Once the cyber model of the new workstation is established, the robotic 

tasks associated with the workstation must be identified and structured. This step 

involves determining which operations are performed by the robot and under 

which conditions these operations are triggered. The task mapping includes: 

a) Identification of all robotic tasks involved in the workstation process, 

such as picking an object from a determined buffer and placing it on a 

transportation board; 

b) Definition of task execution conditions, such as part availability, sensor 

signals, or system states. 

5.5.3 Distributed System and SoS Implementation 

After the robotic tasks have been mapped, each task is analyzed and, 

when necessary, divided into smaller functional units. These units are then 

organized as logic nodes within a Distributed System that complies with System-

of-Systems (SoS) principles. In this step: 

a) Tasks are decomposed into independent or loosely coupled logic 

components; 

b) Each component is assigned a specific responsibility within the 

workstation; 

c) interactions between components are defined to guarantee autonomy 

and coordination. 

This decomposition enables modular control, supports scalability, and 

aligns the workstation with the distributed CPS architecture. 

5.5.4 ZMQ DEALER/ROUTER Integration 

Once the workstation logic is operational, it is integrated into the networked 

CPS environment. This integration is achieved using a ZeroMQ-based 
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communication structure, employing DEALER/ROUTER patterns. Specifically, 

the workstation is connected to the network through ROUTER node to manage 

message routing, two more specific nodes to interface local logic with the 

network. This step ensures that the workstation can exchange information with 

other system components while maintaining autonomy and non-blocking 

execution. 

5.5.5 Debugging and Validation 

The last step consists of debugging and validating the integrated 

workstation within the full production cycle. The system is tested under different 

operating conditions, including low and high production request volumes, to 

identify unexpected behaviors or malfunctions. 

This validation step focuses on verifying correct task execution and 

coordination; detecting timing, synchronization, or communication issues; and 

ensuring stable behavior under increased system load. Successful completion of 

this step confirms that the workstation has been correctly integrated and can 

operate reliably within Grid-CPS. 

5.6 COMPARISON TO STATE-OF-THE-ART CPS  

This section presents a structured comparison between Grid-CPS and 

previously published CPS discussed in chapter 3. The objective of this 

comparative analysis is to systematically position Grid-CPS within the existing 

body of work and to clarify its contributions in relation to established approaches. 

The comparison is based on key architectural and operational criteria derived 

from the 5C CPS architecture. A comparative table is presented for each level of 

implementation. 

As can be seen in Table 17 most of the works rely on traditional Industrial 

Networks or protocols. Grid-CPS differs from those by emulating an IoT ad-hoc 

mesh used in the Cyber Layer which can be later implemented using ESP8266, 

Raspberry, Arduino and other IoT related Hardware. 
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Table 17 – Connection Level Comparison 
Author Characteristics 

Michniewicz and 
Reinhart (2014) 

Modelled robot cell components as Cyber-Physical entities that 
communicate with a central planning system, enabling modular 
integration and information exchange between virtual models and 
physical devices in a offline environment. 

Wang et al. (2016) 

Proposed a smart factory framework that connects shop-floor objects as 
sensor-enabled smart agents through an industrial network, enabling 
reliable data acquisition and real-time communication with cloud-based 
supervisory systems in a CPS context. 

Adamson et al. 
(2017) 

Proposed distributed CPS integration of heterogeneous equipment with 
event-driven communication and data acquisition, enabling plug-and-play 
connectivity between shop-floor devices and supervisory layers in 
geographically or organizationally dispersed manufacturing systems. 

Kattepur et al. (2018) 

Proposed an industrial network that connects autonomous robotic agents 
with sensors and actuators, enabling reliable interconnection, real-time 
communication, and coordinated task execution in Industry 4.0 
warehouse environments. 

Luo et al. (2018) 

Proposed workshop networks that connect heterogeneous devices, 
machines, and mobile agents via wired and wireless communication, 
enabling reliable interconnection and real-time data exchange in Industry 
4.0 environments. 

Priggemeyer and 
Roßmann (2020) 

Proposed a structured architecture that connects simulation models with 
cyber-physical systems through standardized interfaces and protocols, 
enabling reliable interconnection between virtual and physical 
components in Industry 4.0 setups. 

Tan (2020) 

This level is conceptually reached by proposing hybrid cyber-physical 
architecture that connects robots, assembly devices, and shop-floor 
equipment via networked sensors and real-time communication, enabling 
dynamic interactions. 

Maschler et al. 
(2021) 

This level is conceptually reached by proposing an intelligent digital twin 
framework that connects physical assets, sensors, and data sources to 
virtual models via continuous data streams, enabling real-time 
synchronization in cyber-physical environments. 

Xia et al. (2021) 

This level is reached by proposing a digital twin environment that connects 
manufacturing assets, sensors, and actuators to a virtual platform via 
standardized interfaces and real-time data streams, enabling 
synchronized cyber-physical interactions in smart factories. 

Müller et al. (2022) 

This level is reached by proposing an architecture that connects cyber-
physical production components via knowledge-based interfaces and 
protocols, enabling distributed interconnection, real-time monitoring, and 
self-organized reconfiguration. 

Grid-CPS 
Realized through DS and SoS; independent nodes share sensor data via 
intra-simulation signals, ZMQ messaging and ad-hoc connections. 

 Source: The author (2026). 

From Table 18 it is possible to observe that the self-awareness attribute is 

mostly dependent on a central processor or a cloud service, in Grid-CPS data is 

acquired and processed by each node.   
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Table 18 – Conversion Level Comparison 
Author Characteristics 

Michniewicz and 
Reinhart (2014) 

This level is proposed to be achieved by converting raw CAD and 
geometric data into process-relevant assembly information, enabling 
basic planning assessment and self-awareness through data-driven 
insights. 

Wang et al. (2016) 

This level is approached by processing raw shop-floor sensor data into 
meaningful information through cloud-based Big-Data analytics, enabling 
condition monitoring, performance evaluation, and component-level self-
awareness. 

Adamson et al. 
(2017) 

This level is conceptually addressed by transforming raw data into 
meaningful information through feature-based models and event 
monitoring, enabling resource–task matching, condition assessment, and 
component-level self-awareness. 

Kattepur et al. (2018) 
This level is approached by processing sensor and task data from robotic 
agents into meaningful information for optimization, enabling performance 
evaluation, task feasibility analysis, and component-level self-awareness. 

Luo et al. (2018) 

This level is approached by processing raw data from connected devices 
and mobile agents into meaningful information for task coordination, 
resource monitoring, performance evaluation, and component-level self-
awareness. 

Priggemeyer and 
Roßmann (2020) 

This level is approached by transforming simulation and sensor data into 
meaningful information for control development, enabling model 
validation, state estimation, performance insights, and component-level 
self-awareness. 

Tan (2020) 

This level is conceptually addressed by transforming sensor and 
manufacture data into meaningful information for health monitoring, 
performance assessment, assembly state estimation, and component-
level self-awareness. 

Maschler et al. 
(2021) 

This level is conceptually addressed by processing sensor and 
operational data into enriched information for DT updates, anomaly 
detection, and basic self-awareness of asset conditions through transfer 
learning. 

Xia et al. (2021) 
This level is approached by processing sensors and environmental data 
into meaningful information for DT synchronization, state estimation, and 
basic self-awareness of manufacturing conditions. 

Müller et al. (2022) 
This level is approached by transforming component data into structured 
knowledge models for state assessment, health monitoring, and basic 
self-awareness within the self-organized production architecture. 

Grid-CPS 
Continuously shares and updates structured data across all DS and SoS 
nodes, enabling each node to autonomously extract runtime knowledge 
of its own state and condition. 

 Source: The author (2026). 

A comparison in the implementation of the Cyber layer is presented in 

Table 19, once more, the distributed nature of Grid-CPS is the principal difference 

among the previously published systems.  
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Table 19 – Cyber Level Comparison 
Author Characteristics 

Michniewicz and 
Reinhart (2014) 

This level is only partially reached through centralized virtual modeling 
that aggregates cell capabilities, matches them to product requirements, 
and simulates configurations for planning, but remains limited to single-
cell scalability. 

Wang et al. (2016) 

This level is proposed through a centralized cloud that collects and 
analyzes data from all agents, enabling system-wide comparison, 
prediction, coordination, and global optimization within a single cyber 
space. 

Adamson et al. 
(2017) 

This level is conceptually supported by a cloud and supervisory layer that 
aggregates resource models, enabling comparison, analytics, and global 
resource–task matching in a unified cyber space. 

Kattepur et al. (2018) 
This level is proposed via distributed optimization mechanisms that 
enable agent negotiation, comparison, and prediction for global task 
allocation and performance evaluation without a central hub. 

Luo et al. (2018) 
This level is proposed through a centralized intelligence layer that 
aggregates workshop data to compare resource capabilities and support 
prediction, coordination, and cross-resource optimization. 

Priggemeyer and 
Roßmann (2020) 

This level is proposed through a centralized simulation framework that 
aggregates virtual models, enabling system-state comparison, prediction, 
validation, and cross-component evaluation in cyber-physical systems. 

Tan (2020) 
This level is conceptually supported through a cyber layer that aggregates 
shop-floor data, builds digital models, and enables comparison and 
prediction of assembly states across robots and workstations. 

Maschler et al. 
(2021) 

This level is conceptually supported by an intelligent digital twin that acts 
as a cyber hub, aggregating multi-source data and enabling cross-asset 
comparison, prediction, and knowledge transfer. 

Xia et al. (2021) 
This level is supported through the digital twin serving as a cyber hub that 
aggregates multi-source data, builds predictive models, and enables 
comparison of states and behaviors across manufacturing scenarios 

Müller et al. (2022) 

This level is supported through a knowledge modeling layer that 
aggregates production system data, enabling comparison of component 
capabilities and predictive reconfiguration planning across cyber-physical 
entities. 

Grid-CPS 

Shared structured data forms a common knowledge base across nodes, 
enabling self-comparison against incoming subtask requests, while ZMQ-
coordinated simulation files give GRID-CPS practical system-wide 
comparison and scalability. 

 Source: The author (2026). 

As shown in Table 20, GRID-CPS distinguishes itself from previously 

published systems by realizing Cognition as a decentralized runtime capability 

emerging from the interactions among autonomous nodes within DS and SoS. 

Other approaches rely on centralized cloud layers, supervisory hubs, digital twin 

cores, or predominantly predefined optimization routines. GRID-CPS distributes 

decision-making across the network, allowing each node to evaluate its own 

operational state, compare local capabilities with incoming subtask requirements, 

and support acceptance, rejection, and coordination decisions during execution. 
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Table 20 – Cognition Level Comparison 
Author Characteristics 

Michniewicz and 
Reinhart (2014) 

This level is addressed only conceptually through predefined offline 
algorithms and knowledge-based rules for planning and optimization, 
without runtime reasoning, prioritization, prediction, or adaptive decision-
making. 

Wang et al. (2016) 

This level is proposed through big-data-driven feedback and cloud-based 
coordination that synthesize knowledge for task prioritization, dynamic 
reconfiguration, decision support, and proactive adaptation in the self-
organized multi-agent system. 

Adamson et al. 
(2017) 

This level is conceptually addressed through coordinated function-block 
decision mechanisms that support task prioritization, adaptive insights, 
and runtime decision-making by integrating global and local intelligence. 

Kattepur et al. (2018) 
This level is addressed through distributed optimization algorithms that 
enable intelligent task allocation, prioritization, and capability-based 
decision-making for global efficiency in the multi-agent system. 

Luo et al. (2018) 

This level is addressed through intelligent decision-making enabled by 
mobile intelligence and network coordination, supporting task 
prioritization, resource allocation, and adaptive planning in the smart 
factory workshop. 

Priggemeyer and 
Roßmann (2020) 

This level is addressed through intelligent simulation-based control 
development that supports decision-making, control-strategy 
prioritization, and adaptive planning using validated predictive models in 
cyber-physical applications. 

Tan (2020) 

This level is conceptually targeted through closed-loop dynamic 
interactions and intelligent decision-making for task allocation, path 
planning, and assembly optimization based on real-time cyber-physical 
feedback. 

Maschler et al. 
(2021) 

This level is conceptually targeted by leveraging transfer learning within 
the digital twin to enable higher-order reasoning, knowledge 
generalization, task prioritization, and adaptive decision support in cyber-
physical systems. 

Xia et al. (2021) 
This level is addressed by employing deep reinforcement learning within 
the digital twin to enable intelligent decision-making, policy optimization, 
task prioritization, and adaptive control for smart manufacturing agents. 

Müller et al. (2022) 
This level is addressed through intelligent knowledge synthesis that 
supports decision prioritization, self-organization, and adaptive 
reconfiguration in cyber-physical production systems. 

Grid-CPS 

Embedded at the node level, where decision-making optimization 
evaluates alternative layouts and production arrangements, and self-
comparison supports prioritized subtask acceptance or rejection, enabling 
granular runtime distributed cognition across the SoS. 

 Source: The author (2026). 

In GRID-CPS, cognition is embedded in the operational logic of the 

architecture rather than confined to a supervisory layer, providing an 

autonomous, scalable, and resilient basis for runtime decision-making in 

heterogeneous and dynamic manufacturing environments. These capabilities are 

demonstrated through a dedicated simulation scenario presented in Appendix D. 
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The last level of implementation of the 5C Architecture is presented in 

Table 21, Grid-CPS differs from the other systems mainly through its request-

driven, fully decentralized self-configuration that operates at runtime without any 

central model, twin, cloud, or predefined structure dependency. In contrast, most 

prior works implement configuration more conceptually, simulation-based, 

knowledge-model-tied, or feedback-loop-oriented with central coordination. 

Table 21 – Configuration Level Comparison 
Author Characteristics 

Michniewicz and 
Reinhart (2014) 

Authors address configuration primarily during design and planning 
through automated code generation, layout selection, and modular cell 
programming, but this remains offline and lacks runtime feedback, 
disturbance handling, and closed-loop control. 

Wang et al. (2016) 

Authors address this level through big-data-driven feedback and 
coordination, enabling self-configuration and adaptation via agent 
negotiation, dynamic reconfiguration, and supervisory control for 
disturbance resilience. 

Adamson et al. 
(2017) 

This level is conceptually targeted through runtime adaptability, global–
local feedback loops, and function-block-based supervisory control, 
enabling self-configuration, disturbance handling, and resilience to shop-
floor variations. 

Kattepur et al. (2018) 
This level is approached through dynamic reconfiguration enabled by 
agent coordination and feedback loops, supporting self-configuration, 
task reallocation, and resilience to changing warehouse demands. 

Luo et al. (2018) 

This level is approached through dynamic reconfiguration enabled by 
mobile agents and network feedback, supporting self-configuration via 
resource reallocation and adaptation to changing workshop demands or 
disturbances. 

Priggemeyer and 
Roßmann (2020) 

This level is approached through simulation-driven reconfiguration, 
enabling self-configuration via model-based control adjustments and 
resilience to system changes or disturbances. 

Tan (2020) 
This level is conceptually approached through self-adaptive mechanisms 
and closed-loop control, enabling dynamic reconfiguration of robot tasks 
and assembly sequences in response to shop-floor changes. 

Maschler et al. 
(2021) 

This level is conceptually approached through adaptive twin mechanisms 
that enable dynamic reconfiguration, model refinement via transfer 
learning, and closed-loop adjustments to evolving conditions or 
disturbances. 

Xia et al. (2021) 
This level is approached through adaptive twin mechanisms that enable 
dynamic reconfiguration, policy updates, and closed-loop responses to 
manufacturing variations or disturbances. 

Müller et al. (2022) 

This level is approached through self-organized reconfiguration with 
knowledge-based feedback loops, enabling dynamic adaptation, 
resilience, and supervisory control in response to production 
disturbances. 

Grid-CPS 

Realizes this level through request-driven self-configuration, where new 
production requests trigger dynamic object instantiation and distributed 
data updates across nodes, enabling autonomous reconfiguration and 
decentralized runtime supervisory. 

 Source: The author (2026). 



87 
 
 

Despite the fact that Kattepur et al. (2018) system is the closest match to 

Grid-CPS's distributed implementation by using multi-agent autonomy, 

decentralized coordination and not relying on a single controller, it still uses 

traditional industrial networks at the connection level instead of using IoT based 

technologies. Another difference is that the system developed by Kattepur et al. 

(2018) is based in negotiation among the agents while in Grid-CPS each node 

extracts or maintains its own state knowledge from shared structured data without 

any negotiation cycle. Wang et al. (2016) also implement a multi-agent system, 

but it uses a hybrid self-organized scheme that combines distributed autonomy 

at the agent level with centralized coordination via cloud. Müller et al. (2022) is 

thematically similar in self-reconfiguration but less purely decentralized in 

execution. While Grid-CPS self-configuration is obtained from distributed node 

signal interaction, the system reconfiguration proposed by Müller et al. (2022) is 

based on a centralized and predefined Knowledge Model structure.  

Another distinction of Grid-CPS is that it is not limited to the computational 

power of a single machine: due to the use of ZMQ it is possible to run each scene 

on a separate computer. This gives Grid-CPS unlimited scalability towards more 

complex manufacture plants setups. 

5.7 FINAL CONSIDERATIONS 

Overall, the comparison demonstrates that while state-of-the-art CPS 

research increasingly acknowledges the importance of the full 5C Architecture, 

most existing works remain either conceptual, centralized, cloud-dependent, or 

limited to partial implementations. Grid-CPS distinguishes itself by delivering a 

fully executable, distributed, and reproducible realization of all five 5C levels 

within a DS and SoS paradigm. 

The development of the Cyber Layer for Grid-CPS proved to be 

considerably more complex. Challenges arose from the early stages of selecting 

a robotic simulation environment capable of adequately modeling manufacturing 

processes, as well as from limitations related to software extensibility, 

interoperability, and long-term compatibility. These difficulties revealed a 

structural fragmentation in the current I4.0 software ecosystem, where simulation 



88 
 
 

platforms, control frameworks, data handling tools, and architectural models are 

often developed independently and lack standardized integration mechanisms. 

This fragmentation imposes additional engineering overhead, increases 

system complexity, and hinders the seamless realization of higher-level 

functionalities required by the 5C Architecture. Consequently, existing software 

resources remain insufficiently integrated to fully support the Cyber Layer 

envisioned for advanced I4.0 implementations.  

The development path revealed critical challenges and lessons: 

a) Simulation Environment Selection: Initial attempts with Webots and 

Gazebo highlighted limitations in documentation and integration with ROS2 and 

MoveIt. Transitioning to CoppeliaSim enabled faster modeling and internal 

trajectory generation, reducing dependency to external tools; 

b) Complexity of Integration: Combining ROS2, MoveIt, and simulation 

environments required deep code analysis and adaptation due to fragmented 

resources and retro-compatibility issues; 

c) Flexibility and Interactivity: The decomposition of monolithic scripts into 

smaller, autonomous modules, combined with the use of signal-based 

synchronization, enables dynamic adaptability and supports interactive 

production requests in real time. 

d) Performance Bottlenecks: High computational overhead in large 

scenes, with more than 2 robots, led to the adoption of ZMQ-based 

decentralization, enabling distributed simulation and paving the way for fog 

computing in real deployments. 

These experiences demonstrate that while the conceptual framework of 

I4.0 is mature, practical implementation still faces significant software 

fragmentation, scalability constraints, and lack of standardized protocols. 
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6 CONCLUSIONS 

 

I4.0 introduces a multifaceted set of technological and organizational 

challenges that complicate the realization of fully integrated and intelligent 

manufacturing systems. Cyber-Physical Systems (CPS) and AR are consistently 

identified in literature as central enablers of this transformation. 

The systematic literature review conducted as part of this work provided a 

quantitative basis for framing this objective. While alternative reference models 

such as RAMI 4.0 and the Industrial Internet Reference Architecture offer 

comprehensive perspectives on industrial digitalization, the 5C architecture was 

selected in this research due to its explicit CPS-oriented focus and its clear 

decomposition of levels. Each layer of the 5C framework maps specific 

technological capabilities, allowing structured assessment of CPS compliance 

and progression. 

Although CPS and AR are widely addressed in Industry 4.0 research, the 

review demonstrated that full compliance with the 5C architecture remains 

uncommon. Specifically, only 14% of the analyzed studies implemented all five 

levels of the 5C model, while the remaining works addressed only a subset of the 

architecture. Most studies focused on one to three layers, predominantly 

emphasizing the Connection and Conversion levels, whereas the Cyber, 

Cognition, and Configuration layers were significantly less represented. These 

results indicate that higher-level CPS capabilities, such as system-wide 

coordination, decision support, and autonomous adaptation, are still insufficiently 

realized in practice. 

The review further revealed that, despite the frequent mention of enabling 

technologies, several of them remain underexplored or weakly integrated when 

considered in relation to the complete CPS Architecture. This quantitative 

imbalance between lower and higher 5C layers highlights a persistent gap 

between conceptual CPS architectures and their operational implementation in 

manufacturing environments. 

Grounded in these quantitative findings, this research addressed its 

general objective by proposing and simulating a CPS model for a robotic 

manufacturing plant aligned with the 5C architecture. The specific objectives 



90 
 
 

were pursued by (a) systematically identifying how CPS and AR have been 

integrated within existing I4.0 architectures, (b) developing a 5C-compliant CPS 

model, and (c) assessing its behavior through simulation. 

This research presented an effort to the advancement of Industry 4.0 by 

addressing critical gaps identified in the literature and proposing practical 

solutions for implementing a fully 5C-compliant CPS.  

Grid-CPS achieves the coordinated integration of heterogeneous 

technologies and distributed control mechanisms by adopting a Distributed 

Systems and System-of-Systems architecture in which each workstation is 

implemented as an autonomous CPS node, composed of sensing, control, and 

decision scripts operating concurrently. Intra-simulation coordination is handled 

through structured signal exchange among nodes, while inter-simulation 

coordination across multiple workstations is achieved via ZMQ-based 

communication, enabling seamless synchronization between physically and 

logically independent CPS instances. 

Real-time decision-making capabilities emerge from continuous condition 

monitoring and shared structured data, which allow each node to maintain self-

awareness of its operational state and environment and to perform self-

comparison when evaluating incoming subtask requests. Scalability is inherently 

supported by the modular organization of Grid-CPS into independent simulation 

files and script-based nodes, allowing scalability, additional workstations, 

resources, or behaviors to be introduced without redesigning the global 

architecture or limiting the simulation by hardware computational limitations. 

LAMAN was used as a testbed for Grid-CPS, most of the scene components 

reflect this specific laboratory. Nevertheless, the structure and concepts 

developed for Grid-CPS can be applied to any industrial robotic plant. 

Finally, Grid-CPS coordinates multiple autonomous entities by enforcing 

capability-based task negotiation, distributed cognition, and automatic self-

configuration: nodes independently accept, reject, or re-route tasks based on 

local constraints, while the overall production flow remains coherent through 

synchronized data sharing and signal-based orchestration. This combination 

enables Grid-CPS to move beyond centralized CPS models and demonstrate a 
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scalable, resilient, and fully autonomous realization of the 5C Architecture for 

robotic manufacturing systems. 

While previous studies have explored isolated aspects of CPS and 

enabling technologies, few have achieved an integrated approach that combines 

Distributed System principles within a System of Systems (SoS) framework.  

6.1.1 Technological Results 

The research conducted in this thesis resulted in a set of technological 

outcomes that contributed to the advancement of CPS and I4.0 implementation: 

a) A Systematic Literature Review published in a high impact scientific 

journal (Teixeira, Hounsell and Bertol, 2024) 

b) Implementation of a scalable Cyber Layer of Grid-CPS in a current 

commercial simulator; 

c) A set of design lessons and mitigation strategies derived from 

simulation-based experimentation; 

d) A GitHub repository with all simulation code for further development and 

scrutiny. 

6.1.2 Scientific Results 

In addition to its technological outcomes, this research produced scientific 

results that contribute to the understanding of CPS and Industry 4.0 from both 

theoretical and practical perspectives. These results are derived from systematic 

analysis of literature and from the empirical insights gained during the design and 

simulation-based development of a distributed CPS architecture. 

 a) This research provided a consolidated and quantitative understanding 

of the state of the art in I4.0 thanks to a Systematic Literature Review (SLR) 

covering 15,144 publications retrieved from six major Academic Search Engines. 

By systematically filtering, classifying, and mapping literature against the 5C CPS 

architecture, the study goes beyond qualitative narrative reviews and offers a 

structured, data-driven perspective on how enabling technologies, Cyber-

Physical Systems, and Autonomous Robots have been addressed in 

contemporary research. The quantitative analysis revealed clear asymmetries in 

research focus, demonstrating that while lower CPS layers (Connection and 
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Conversion) are extensively explored, higher layers, Cyber, Cognition, and 

Configuration, remain significantly underrepresented. Furthermore, the mapping 

exposed a critical gap in approaching Distributed Systems and System-of-

Systems characteristics within CPS architectures. This consolidated view not 

only clarifies dominant research trends and methodological biases but also 

establishes an objective baseline against which new CPS implementations, such 

as Grid-CPS, can be positioned and evaluated; 

b) This research introduced the GRID-CPS as an instance for Cyber-

Physical Systems in Industry 4.0, based on the integration of the 5C CPS 

architecture, Distributed Systems principles, and System-of-Systems (SoS) 

theory. Unlike conventional approaches that treat the 5C model as a centralized 

layered abstraction, GRID-CPS conceptualizes it as a distributed and replicable 

capability stack deployed across multiple autonomous CPS nodes; each node 

independently implementing Connection, Conversion, Cyber, Cognition, and 

Configuration while contributing to coherent system-level behavior through 

structured data exchange and message-based coordination. This perspective 

shifts CPS design from centralized cyber layers or monolithic digital twins toward 

a mesh-oriented topology, where autonomy and decision-making are locally 

embedded but globally coordinated. By incorporating SoS properties such as 

operational and managerial independence, the approach enables decentralized 

control while preserving overall production coherence, allowing nodes to 

dynamically self-configure, negotiate tasks, and collaborate without reliance on a 

central controller or cloud-centric intelligence. Consequently, GRID-CPS 

establishes a conceptual bridge between CPS and distributed computing, offering 

a scalable framework in which system capabilities emerge from the interaction of 

autonomous nodes. It also provides a foundation for advancing research on 

distributed cognition, self-configuration in I4.0 systems. 

c) The development and validation of Grid-CPS generated empirical 

knowledge regarding the practical limitations of current robotic simulation 

platforms when used to implement distributed, multi-layer CPS architectures. 

Through the instantiation of a fully compliant 5C architecture across multiple 

coordinated simulation instances, this work exposed constraints related to inter-

simulation communication, synchronization, scalability, and explicit modeling of 
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distributed control logic. Although commercial simulators such as CoppeliaSim 

provide robust tools for physical modeling, kinematics, and local control, they 

offer limited native support for system-of-systems coordination, decentralized 

decision-making, and multi-layer CPS orchestration. Addressing these gaps 

required the explicit integration of message-based communication (e.g., ZMQ), 

custom signaling mechanisms, and external coordination logic, revealing the 

additional architectural and engineering effort necessary to move from monolithic 

simulation models to truly distributed CPS representations. These findings 

contribute practical insights into the current maturity of simulation tools and 

highlight the need for future simulation environments that better support 

distributed CPS experimentation, validation, and scalability in Industry 4.0 

contexts. 

Grid-CPS launches the foundations to bridge the gap between conceptual 

and practical architecture for future experimental implementations in a real 

manufacturing environment.  

6.1.3 Limitations 

Although a Systematic Literature Review (SLR) was conducted to identify 

research trends and opportunities, it does not guarantee full coverage of all 

published work. An SLR typically begins with a broad protocol that is 

progressively refined to focus on the specific characteristics of the proposed 

research. During this process, some relevant studies may be overlooked due to 

the adoption of more restrictive selection criteria. 

The GRID-CPS concept has been validated through conceptual design 

and extensive simulations but remains limited by the absence of physical 

implementation and real-world deployment in an industrial environment. While 

simulation-based validation is effective for assessing architectural feasibility and 

scalability in controlled virtual settings, it cannot fully capture the complexity and 

unpredictability of real-world physical systems. 

6.2 FUTURE WORK 

While this research successfully demonstrates the feasibility of 

implementing a fully 5C-compliant Cyber-Physical System (CPS) within a 
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distributed System of Systems (SoS) framework, several opportunities remain for 

extending and refining the proposed model. Industry 4.0 is an evolving paradigm, 

and the integration of advanced technologies such as Artificial Intelligence, Fog 

and Edge Computing, and Digital Twin capabilities continues to present 

challenges and possibilities for innovation. Future work should focus on 

improving scalability, interoperability, and real-time adaptability to meet the 

demands of increasingly complex manufacturing environments. 

Given the evolving nature of Industry 4.0, future work can be divided into 

technical improvements and research-oriented developments. This distinction 

clarifies the expected academic scope of each activity and highlights which 

directions require deeper scientific investigation. 

6.2.1 Improvements 

The following items represent incremental enhancements and extensions 

of the existing architecture and simulation environment. These improvements 

focus on implementation refinement rather than on the formulation of new 

research questions. 

a) Scalability Beyond the Laboratory Environment – The proposed 

framework can be extended beyond the laboratory setup to support larger-scale 

manufacturing scenarios involving additional workstations, robots, and 

production flows. This line of improvement focuses on assessing architectural 

scalability and operational robustness in more complex industrial contexts, while 

preserving the core principles of the proposed CPS model; 

b) Cloud-Based Integration and Services – The framework can be further 

enhanced through the integration of cloud-based services to enable large-scale 

monitoring, data analytics, and remote supervision. Cloud integration would 

support centralized data processing and system-level optimization, facilitating 

advanced analysis and coordination without requiring fundamental changes to 

the underlying distributed architecture; 

c) Digital Twin Features - The current architecture focuses on simulating 

physical behavior and control logic. Extensions should include real-time 

synchronization with physical sensors and actual robots using technologies like 

ROS2 to bridge cyber and physical systems; 
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d) Benchmarking – The proposed framework can be complemented with 

a structured benchmarking and test setup to systematically evaluate system 

behavior under different production scenarios. Such benchmarks would enable 

comparative analysis across configurations and support repeatable evaluation of 

architectural changes; 

e) Flexibility for Part and Product Variants – The system can be extended 

to support greater flexibility in handling different part types or final product 

configurations. This improvement would involve developing more distributed 

systems, data structures, and task allocation mechanisms to accommodate 

dynamic product definitions, enabling rapid reconfiguration of production 

workflows without requiring structural changes to the CPS architecture; 

f) Current framework can be enhanced through the integration of mobile 

robotic platforms for material transportation and intra-factory logistics. 

Incorporating mobile robots would introduce additional coordination and routing 

challenges, allowing the evaluation of the architecture’s ability to manage 

dynamic spatial interactions, decentralized decision-making, and hybrid fixed–

mobile robotic systems; 

g) Fault Injection and Recovery Mechanisms – An improvement 

opportunity lies in the introduction of fault injection and recovery mechanisms 

within the simulation environment. By simulating sensor failures, communication 

delays, or robot unavailability, the system’s resilience and adaptability can be 

assessed, providing valuable insights into fault-tolerant strategies and recovery 

behaviors in distributed CPS-based manufacturing systems. 

h) Integration with Holonic Manufacturing Systems – An additional 

improvement opportunity lies in integrating Holonic Manufacturing Systems 

(HMS) concepts into the GRID-CPS architecture (Simão et al., 2009). HMS 

decomposes manufacturing systems into autonomous and cooperative entities, 

known as holons, which function both as independent units and as parts of a 

larger system. This paradigm aligns naturally with the distributed and SoS 

foundation of GRID-CPS, where each CPS node operates with autonomy while 

contributing to global objectives. Such integration could enhance modularity, 

scalability, and fault tolerance by enabling dynamic reorganization, and adaptive 

task negotiation. Overall, this represents an architectural enrichment that 
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strengthens theoretical alignment and improves the management of complex and 

evolving production environments.  

6.2.2 Future Research 

The following directions address open problems identified during this 

research in literature. Each represents a research challenge that requires 

systematic investigation and contributes new scientific knowledge. 

a) Standardization and Interoperability - The lack of interoperability across 

CPS tools and platforms was identified as a major limitation in both the literature 

and the implementation phase of this thesis. How can standardized models and 

protocols be incorporated into CPS architectures to enable interoperability across 

heterogeneous industrial systems? Future research could adopt standardized 

protocols such as OPC UA and RAMI 4.0 Asset Administration Shells to ensure 

interoperability with other industrial systems and facilitate integration into 

heterogeneous manufacturing environments; 

b) Integration of Advanced AI Techniques – It is important to integrate 

Machine Learning and other AI techniques to more effectively leverage the 

capabilities of the higher levels of the 5C, particularly Cognition and 

Configuration, require intelligent decision-making and adaptive behavior. While 

the current implementation uses basic optimization, future work could incorporate 

advanced AI methods such as deep reinforcement learning and transfer learning 

to improve decision-making, adaptability, and predictive control; 

c) Cybersecurity and Safety Frameworks - As connectivity increases, 

implementing robust cybersecurity measures and safety protocols could be 

important to protect against vulnerabilities and ensure reliable operation in 

distributed and collaborative environments. Future research could investigate 

cybersecurity frameworks, fault detection mechanisms, and safety assurance 

models tailored to distributed CPS and SoS environments, validating their 

effectiveness through simulated attack and failure scenarios. 

6.2.3 Disclosure on the Use of Generative AI 

Generative AI (ChatGPT, OpenAI) was used primarily to support language 

editing (grammar, clarity, and conciseness). The author reviewed, edited, and 
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verified all AI-assisted text and takes full responsibility for the final content. No 

generative AI tool was used to produce research data, run analyses, generate 

code or results. 
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APPENDIX A – CHRONOLOGICAL DEVELOPMENT 

This appendix documents the chronological development process that led 

to the implementation of the Cyber Layer of Grid-CPS. While the main chapters 

of this thesis focus on conceptual foundations, architectural design, and system 

validation, provides a detailed account of the practical steps, challenges, and 

engineering decisions made during system construction. Its purpose is to offer 

transparency regarding the technical workflow and to serve as a reference for 

future researchers aiming to replicate, extend, or adapt the proposed 

architecture. 

1 Setting up Grid-CPS 

Our first attempts at developing Grid-CPS took place in the Webots 

environment. The idea was to combine it with Move-It2 and ROS23 to overcome 

the challenges of building a 5C Architecture compliant environment. Attempts 

were made to set up ROS within Windows 8, but all the documentation available 

was made for Linux. As consequence ROS2, Webots and Move-It were set up in 

a Linux distribution (Ubuntu 20.04). 

The use of the Webots example files presented certain challenges, which 

can be attributed to insufficient documentation and a limited level of community 

engagement. After a year (from May 2021 to June 2022) studying Webots and 

Move-It documentation and files, exploring the available tools and contacting 

Webots community to build our system, without success, we decided to redirect 

our efforts to another simulation environment. 

Gazebo emerged as a natural substitute since it’s free, open-source 

software and compatible with ROS2 and Move-It. In the meantime, ROS2 Humble 

and Rowling was moved to Ubuntu 22.04 resulting in the need to update the OS. 

Since Gazebo and Move-It were still running on Ubuntu 20.04 we decided to 

focus on ROS2 and Move-it for ROS2 within Ubuntu 22.04 while a new version 

of Gazebo and Move-It were not released. 

 
2 https://moveit.ai 
3 https://docs.ros.org/en/humble/The-ROS2-Project.html 
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From September 2022 to March 2023, we focused on trying to model a 

closed loop conveyor belt, like the one available at LAMAN. We found out that 

this work was way easier to do using another software. Within 2h a complete and 

functional closed loop conveyor belt was modelled using CoppeliaSim (known 

before as V-REP). 

a. Building up the first models 

CoppeliaSim was considered as a third option to develop our research. 

Even though it is proprietary software it also has a fully featured educational 

version. It is compatible with ROS and has internal algorithms for automatic 

trajectory generation that substitute Move-It software. After successfully 

modelling the conveyor belt, every workstation was modelled. 

It was decided to start the project by modeling the Assembling Workstation 

because it seemed to be more complex due to the assembling tasks. The first 

step towards having a functional workstation was to make the transportation 

board stop in a specific place and position for the robot manipulator to pick the 

pallet on it and place it on a buffer. Figure 22 illustrates the first version of the 

brake, which is based on a dynamic physical model. In this configuration, a 

generic cuboid is dynamically restrained on the conveyor belt by a hydraulic brake 

mechanism represented as a cylindrical piston. 

This dynamic approach was found not to fit within the requisites necessary 

for a precise robotic grasping task, the final position of the cuboid could not be 

determined in advance due to the nature of the dynamic approach. Then it was 

abandoned in favor of a programmatic version of brake, instead of using physical 

simulations an object detected by a sensor is set to a determined position using 

an specific set position instruction. The complete development of the brake was 

done from March to May 2023. After developing the hydraulic brake model, the 

next step was to model the transportation board. The transportation board 

geometry followed the real part configuration except by the chamfer in the corners 

(Figure 23). It happened sometimes not to pass freely by the conveyor belt 

curves, so the conveyor belt width was adjusted to permit the board movement. 
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Figure 22 – Hydraulic Brake Model 

Source: The author (2026). 
 

Modelling the Assembling Workstation was the next step after developing 

the hydraulic brake and the board models. The Assembling Workstation was 

chosen due to the difficulties in modelling the assembling process. An IRB140 

ABB model was picked up from the CoppeliaSim library and put in position for a 

pick and place task and the grasping model was evaluated. 

Figure 23 – Real and Modelled Transportation Board 

Source: The author (2026). 
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b. Custom Robot Model 

LAMAN Warehouse Workstation is equipped with 4 degrees of freedom, 

that is, three prismatic joints and one revolution joint. The IRB140 model was 

picked up from the simulator library and was studied to understand how to set up 

our custom robot properly. The complete workstation (Figure 24) was developed 

from May to July 2023. The main difficulty was setting up a stable dynamic 

configuration that could be effective during the pick and place tasks. 

Figure 24 – Real and Modeled Warehouse Workstation 

Source: The author (2026). 

Robots need to be set up using a dynamic configuration to allow the 

simulator to compute the robot physical characteristics during the simulation. It 

was achieved by adjusting the superior links mass distribution and by setting the 

third link as not dynamic, otherwise the simulator couldn’t compute its inverse 

kinematics. The warehouse shelf was initially modelled by using a component 

from CoppeliaSim library, which was later substituted by a more realistic 

geometric model. 

c. The automatic trajectory generation algorithm 

On our previous experiences on using the simulation environment the 

robot movement was programmed joint by joint using specific Lua functions 
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combined with direct and inverse kinematic calculations. In the actual versions of 

the simulator this approach was abandoned in favor of a more precise and 

intelligent approach that embeds an automatic trajectory generation algorithm. 

d. Setting up the robotic grasp 

Grasping followed the same initial paradigm as the brake, which is the 

dynamic simulation approach. A Franka gripper was picked up from the 

CoppeliaSim library to be used with the IRB140 because it was more like the 

actual gripper used in LAMAN. In addition to the precision issues found in the 

dynamic braking approach, dynamic grasping also presented dynamic friction 

coefficient issues resulting in releasing the grasped object during the pick and 

place task. 

As a result, the dynamic approach was substituted by a programmatic 

approach where the object to be grasped was set as a child of the Franka gripper. 

In the programming approach physical grasping is simulated by ignoring the 

physical processes and simplifying the grasping model. The development of 

grasping simulations took place from July to August 2023. Figure 25 illustrates 

the programming approach where a pallet, namely P0, containing an object, 

called Cuboid, is grasped by a Franka gripper. 

Figure 25 – Franka Gripper Hierarchy Tree during the Grasping Simulation  

Source: The author (2026). 

e. A Simulation Step Issue 

The geometric model of the pallet was thought to be the simpler and most 

effective possible. Figure 26 compares the first pallet model and the real part at 

LAMAN. This model worked very well during the first attempts to simulate the 

assembling process but only while picking and placing only one pallet.  
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Figure 26 – First Pallet Model 

Source: The author (2026). 

After adding a second pallet the proximity sensor of the brake model could 

not detect the second pallet, as if it never existed. After a thorough investigation 

into the code, looking for any problem related to the programming or the sensor 

configuration, there was no sign of what could be causing that apparent 

misfunction. 

Finally, in October 2023, after asking for help in CoppeliaSim forum, a 

moderator suggested that it could be the case that the grab handle was too thin 

making its passage to coincide with the simulation step (50ms), causing it not to 

be detected by the proximity sensor. Despite the low probability of it to be the 

cause of our sensor misfunction, the pallet model was altered to avoid the sensor 

blind gap between the simulation steps by making T shaped grab handle. For our 

surprise it showed itself to be the true reason for the sensor misfunction as 

suggested by the CoppeliaSim forum. The problem was solved by changing the 

grab handle geometry as represented in Figure 27.  

Figure 27 – Modified Pallet Grab Handle  

Source: The author (2026). 
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f. Assembling Simulation 

Simulating the assembling process of a test part is essential to have a 

trustworthy model of LAMAN. The two parts, a cuboid and a cylinder should be 

merged into a single object. The first attempt was to use a grouping command 

combined with a check collision function to create an assembling simulation. The 

first main issue found was that the parts of the robotic gripper were included in 

the grouped object. The grouping command was later substituted by a set parent 

function, but the grouping issue persisted until the robotic gripper parts were set 

not to be responsible, so the check collision function could not detect it. The 

assembling simulation was developed from November 2023 to March 2024. 

g. Making Everything Work Together 

The first issue found on having two robots working in the simulated scene 

was the control variables implemented using int32 setting signal function calls. 

These control variables were used to simulate the effect of electrical signals 

passed among different parts of the manufacturing plant for automatic control 

purposes. 

The first problem encountered was the coincidence of the pick-and-place 

tasks by the robots, while the assembling robot was picking a pallet from the 

transportation board, the warehouse robot was placing another pallet in another 

board. An int32 setting signal function call in the warehouse script was used to 

indicate for the brake script a pallet object was placed over the board and 

should be make a child of the board when colliding with it. The problem was that 

another board, with a pallet on it, was being handled by another robot at the 

same time.  

The same problem occurred when the quality workstation was added, but 

this time a script in the Assembling Workstation was preventing the detection of 

a board by the Quality Workstation. To avoid these interferences among the 

different scripts, specific conditional structures and signals were added to indicate 

where the board is by the time a script is executed, avoiding it from being targeted 

by the wrong script. The compatibility among the four robots, added to the 
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simulation scene, one by one, was developed from April to August 2024. 

Everything was set up to work well together, but it still was not happening. 

h. Controlling the Script Execution  

During the simulation, intermittent sensor malfunctions were observed, 

leading, for instance, to the Quality Workstation robot initiating pick-and-place 

operations in the absence of a work part. Since such behavior can be associated 

with performance limitations in physics-based simulation environments, the initial 

hypothesis was that insufficient computational resources were contributing to 

these issues. 

At the time, the simulation was executed on a laptop equipped with an Intel 

i5 9th generation processor and 8 GB of RAM. To test this hypothesis, the 

simulation scene was subsequently migrated to a workstation featuring a NVIDIA 

GeForce RTX 5090 32GB graphics card and 64 GB of RAM. However, this 

change in hardware configuration resulted in no significant improvement, and the 

observed sensor-related issues persisted. 

After looking for help in the forum, the inclusion of several print function 

calls was added to the scripts to understand the script execution to see if there 

was any deadlock preventing the execution of the scripts. The print function calls 

revealed that some parts of code in the robot scripts were executed more times 

than the scripts responsible for controlling the brakes. 

The Coppelia Forum staff suggested the use of wait for signal function 

calls to control the execution of the different scripts, once a script reaches a wait 

for a signal function call it halt the script execution until the signal variable is set. 

This approach prevented all the scripts from continuously executing without need, 

saving computational power and avoiding sensors misfunctioning by deadlocks. 

After those modifications in the code was possible to simulate the complete 

production of a test part in the digital version of LAMAN. The efforts to solve these 

issues were made from August to October 2024.  

Up to this point, the programming has not considered the 5C Architecture. 

The digital version of LAMAN was developed to mimic the behavior of the actual 

plant, without any I4.0 requirements. The first step towards these requirements 

was to break the scripts containing more than 100 lines into smaller autonomous 
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scripts that communicate with each other through around 30 signals. All the 

scripts were rewritten to get the pallets positions and aliases on-the-fly instead of 

passing them to the scripts as static values, this was needed to give the 

necessary flexibility for the digital plant to receive new production requests on-

the-fly.  

i. A Retro Compatibility Issue 

To further enhance system flexibility, it was necessary to support the 

dynamic activation and deactivation of specific scripts during runtime. This 

capability allows scripts to be executed conditionally, such as only once or a 

limited number of times during a simulation. 

In earlier versions of CoppeliaSim, scripts were tightly coupled to 

simulation objects; however, a subsequent software update introduced 

standalone script objects, enabling scripts to be enabled or disabled on-the-fly 

through dedicated object properties. Once this functionality became available, it 

was incorporated into the simulation model. Despite this, the expected behavior 

was not achieved, and the issue persisted. Additional consultation to the 

CoppeliaSim user forum did not yield a clear explanation or resolution for the 

observed problem. 

At the time these issues were identified, a group of students supervised by 

the author was using the same simulation software. While several simulation-

related problems were observed across their projects, none of the students who 

developed their simulation scenes from scratch using the updated version of 

CoppeliaSim encountered similar issues. 

This observation provided an important indication that the problem might 

be related to backward compatibility. Consequently, the decision was made to 

reconstruct the simulation scene in a new file created with the updated software 

version in order to eliminate potential legacy dependencies. Following this 

reconstruction, the previously observed issues related to the dynamic enabling 

and disabling of scripts were resolved. The activities aimed at mitigating 

backward compatibility issues were carried out between October and November 

2024. 
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j. DS-SoS Warehouse Workstation 

Once the script responsible for controlling the Warehouse robot was 

divided into smaller scripts it was possible to simulate the behavior of a 

Distributed System and take advantage of its flexibility to enable the system to 

accept production request interactively. A simple user interface was made to 

allow the system to receive from 0 to 18 test parts requests. Every time a part is 

requested two pallets, one containing a cuboid and another containing a cylinder, 

are added to the warehouse shelf. Figure 22 shows the warehouse shelf holding 

the maximum quantity of pallets after the interactive product request. Dedicated 

scripts were designed to perform bidirectional data exchange between the pallet 

data table and the robotic control logic, ensuring that the robot could accurately 

identify and handle the pallets. As can be seen in Figure 28, the shelf was also 

modified to better represent that one at LAMAN (Figure 24). The DS version of 

the Warehouse was developed from December 2024 to January 2025. 

Figure 28 – Interactive Production Request  

Source: The author (2026). 

k. On Conveyor Belts  

As we advanced in adding up the flexibility needed in our system some 

issues arose. For the system to be able to handle all the additional requests the 

number of boards was raised from two to six, which is the number of boards 

available in the real plant in LAMAN. As soon as the simulations started using six 

boards, issues regarding the movement started to appear. These movement 
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issues didn’t appear before with only two boards. Red circles in Figure 29 show 

the boards movement blocked by the conveyor belt borders. 

The first attempt to solve this problem was to change the board corner, 

making it rounded, hoping it would prevent the board from getting stuck in the 

conveyor borders, but it didn’t work as can be seen in Figure 30.  

A second attempt was made by changing the conveyor width and the 

border element thickness and length. All these changes in the conveyor geometry 

were enough to ensure that the boards would not get stuck by the conveyor 

border in the conveyor corners. Now an unexpected issue arose, some sensor 

detections and collision check, which were used to control the plant, ceased to 

work. 

Figure 29 – Conveyor Belt Movement Blockade   

Source: The author (2026). 

Figure 30 – Board with Rounded Corners Stuck in the Convey Border 

Source: The author (2026). 

Even though the scripts and variables were manually debugged, it was not 

possible to identify the reason for the sensors and collision detections to stop 
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working. After some reasoning it was possible to notice that these issues didn’t 

happen in the previous version of our simulation file, but just after the conveyor 

border edition. 

Several tests were done to try to prevent this from happening, like editing 

the conveyor on a separated file then pasting it back or pasting all the other 

elements on an empty file. None of these approaches could prevent this geometry 

edition in our conveyor from corrupting the file integrity and causing unexpected 

sensors or collision detection misfunctioning. As everything pointed out for the 

convey geometric model as the source of all the system malfunctioning it was 

abandoned in favor of a simpler solution in which the geometric and physical 

model could be computed without corrupting our simulation files. The efforts to 

solve conveyor belt movement issues were made from February to March 2025. 

l. The Path 

Fortunately, there was another way of simulating the work of conveyor belt 

other than simulating every single roller in it. Coppelia has a geometric 

abstraction called “Path”, a closed loop with 15 controls that permits adjusting the 

Path geometry. The geometric data of a Path can be interpolated through an 

specific function call and then serve as a movement parameter in a set position 

function call to simulate the movement of an object through a determined course. 

Figure 31 shows the resultant Path object used as substitute for the previous 

conveyor model. 

Now every board must have a specific script responsible for simulating its 

movement. This approach required some modifications in the break script. 

Instead of defining the break as a parent of the board to keep it steady, now a 

signal must be used to signalize the board script to stop the movement 

computation. Later a static representation of the conveyor was added to improve 

the simulation visual aspect. The transition from the conveyor model to the path 

abstraction was done from March to April 2025. 
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Figure 31 – Path Object 

Source: The author (2026). 

m. DS and SoS  

After finishing the transition from the conveyor belt model to the path 

abstraction, the next workstations started to be reprogrammed as DS and SoS. 

To optimize the process, each workstation was modelled isolated and then added 

in the same scene again to be integrated with the other workstations. Milling 

Workstation control script was subdivided into 4 scripts, a main script to receive 

the sensor signals, a second script to calculate the movement point according to 

the part received, a third script to execute the calculated movement, and a fourth 

script to simulate the milling board. 

Something similar was done with the Assembling Workstation but 

subdivided into 6 scripts. One main script to receive the sensor signals, 4 

calculation and movement execution scripts, and a sixth script to simulate the 

assembling board. As the Assembling Workstation has different movement 

scenarios based on the part’s configurations, a higher level of decentralization 

was needed to achieve the flexibility needed.  

The Quality Workstation was subdivided into 7 scripts. One main script to 

receive the sensor signals, another 5 script to calculate and execute the pick and 

place tasks, and a seventh script to simulate the quality board check. One of the 

movement scripts was designed to simulate defect detection and a part discard. 

A scene featuring all workstations into a DS-SoS version was developed from 

April to July 2025. 
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n. Decentralization with ZMQ 

As the simulation received an increasing volume of data, a progressive 

reduction in the speed of products on the conveyor belt was observed. Contact 

was made with CoppeliaSim support, which clarified that the number of objects 

present in the simulation directly impacts execution speed, even when these 

objects do not have associated scripts.  

The approach chosen to overcome this problem was to decompose the 

simulation into distinct parts and synchronize them to ensure the proper 

functioning. The first attempt consisted in breaking the simulation file into smaller 

scenes, the first scene containing the Warehouse Workstation would work as a 

server and the other workstations as clients. To make this possible, a 

communication protocol, namely ZMQ (ZeroMQ)4, was used to connect and pass 

information among different simulation instances. That asynchronous messaging 

library was developed to be used in the development of distributed, concurrent, 

and high-performance applications. Coppelia implemented ZMQ as an API with 

specific functions that establish a TCP connection. 

Figure 32 illustrates the results of the first attempt at transferring a pallet 

from the Warehouse Workstation scene to the Milling Workstation scene. Some 

adjustments were made to better reflect the orientation and position of the pallet. 

That was achieved using a function to create a primitive shape in the scene which 

receives the pallet and a remove objects function to delete the objects in the other 

scene. The development of the first pair of scenes communicating with each other 

using ZMQ was developed from July to August 2025. 

o. From Requester/Responder (REQ/REP) to Dealer/Router 

Several challenges were encountered during the implementation of inter-scene 

communication. Initially, the decentralized version of the simulation was 

developed using the REQ/REP messaging pattern, as this was the only example 

explicitly documented in the CoppeliaSim example files. However, preliminary 

testing revealed that each ZMQ send message function call issued by the 

requester required a corresponding ZMQ send message function call on the 

 
4 https://zeromq.org 
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responder side, enforcing a strict request–response coupling. This behavior 

proved unsuitable for control-oriented communication, where asynchronous and 

non-blocking message exchange is often required. Consequently, this approach 

was abandoned. 

Following a review of alternative messaging patterns described in the 

ZeroMQ guides5, the DEALER/ROUTER combination was identified as more 

appropriate for distributed system control. This pattern supports asynchronous 

communication and greater flexibility in message routing, which aligns with the 

requirements of decentralized control architectures. 

Its main limitation, however, is the need to manage messages at a lower 

abstraction level, including explicit handling of conversation or identity frames 

exchanged between DEALER and ROUTER endpoints. Since no official 

documentation was available on the use of this messaging pattern within the 

CoppeliaSim API, several iterations of testing and custom scripting were required 

to achieve the desired behavior. The efforts to resolve inter-scene communication 

issues were carried out between August and September 2025. 

Figure 32 – First part scene transfer attempt  

Source: The author (2026). 

p. Scene Control Synchronization 

After solving the communication issues between the scenes, 2 scripts in 

each scene were created to guarantee control synchronization among the 

scenes. All the signals created before must be available for both scenes so 

separate scenes can work together as the robots were still in the same simulation 

 
5 https://zguide.zeromq.org 
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instance. Another modification needed was related to the objects data stored in 

the Warehouse Workstation. Every time an object is brought back, it receives a 

new object handler that must be updated in the object data stored on a table 

which is later used to position the object in the Warehouse shelf.  

Another issue emerged while working with the handling buffer commands, 

these are used along with the set buffer signal commands. These were used to 

pass the object data among different scripts. Without any apparent reason the 

data stored using these commands happened to be corrupted, sometimes at the 

very start of the simulation, sometimes many cycles after the simulation started. 

As it seems to be an internal data handling issue in from the simulator while using 

ZMQ, a single buffer signal was substituted by various set int commands. The 

efforts to solve synchronization issues among two separate instances of 

simulation were made from September to October 2025. 

q. Control Optimization  

During the initial modeling of the Warehouse Workstation, aspects such 

as pallet identification, storage positions for reinsertion, buffer quantity, transport-

board availability, dynamic computation of robot trajectories for pick-and-place 

operations were taken into consideration. Despite this extensive parametrization, 

an important operational condition was not initially considered: the possibility of 

unloading a pallet from a transportation board and, within the same operational 

cycle, immediately retrieving another pallet from storage and placing it onto the 

same board. 

The omission of this condition revealed how easily additional operational 

states emerge as the number of buffers, boards, and concurrent actions 

increases. As a result, the original scripts enforced a strict sequential control 

pattern, in which all occupied transportation boards had to be fully emptied before 

new pallets could be placed, limiting throughput and exposing the inherent 

complexity of coordinating multiple interacting variables in autonomous 

warehouse operations. 

This limitation remained undetected during earlier development stages 

due to the interaction with downstream workstations, which introduced an 

alternation between empty and occupied boards and thereby concealed the 
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issue. To address this constraint, the script responsible for board reception and 

control generation was decomposed into multiple, functionally specialized scripts. 

This refactoring enhanced the modularity of the control architecture and enabled 

finer-grained coordination, allowing unloading and reloading operations to be 

executed within a single control cycle. The optimization and restructuring of the 

Warehouse Workstation control logic was carried out between October and 

December 2025. 

r. Assembling Workstation – Router 

Subsequent development efforts focused on the implementation of the 

Assembling Workstation, designated as NA and configured as a ROUTER node, 

and on its integration with the NW workstation operating under the DEALER 

pattern. This phase required reestablishing inter-scene communication and 

signal synchronization mechanisms in accordance with the functional 

characteristics of the Assembling Workstation. Unlike previous workstations, NA 

follows a distinct operational logic in which the first pallet arriving at the station is 

emptied and released, after which the workstation remains in a waiting state until 

a second part becomes available for assembly. 

To support this behavior, the communication and control logic had to be 

explicitly encoded within the two specific scripts responsible for coordinating 

message exchange and execution flow between NA and NW (See Chapter 4.5). 

These scripts were adapted to manage the correct sequencing of pallet release, 

waiting conditions, and subsequent assembly operations, ensuring consistent 

synchronization between the cyber representations of the workstations. The 

development, testing, and integration of the NA – Router scene with the NW – 

Dealer were carried out between December 2025 and January 2026.  

s. Enhancing Cognition  

Until now the system was implemented mimicking the original behavior of 

LAMAN, that is, in the same way LAMAN was programmed to work. But the way 

it works completely limits the implementation of a scenario where optimization 

can take place. Originally every time a Workstation started working all the 

transportation boards movement kept blocked until the end of the task. Some 
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modifications were made to make it possible for the transportation board to freely 

move around the conveyor loop during the execution of the Workstation tasks. 

That modification was necessary for any optimization scheme to take place, 

otherwise the production order is kept strictly fixed. 

To implement conveyor belt movement flexibility, it was needed to 

implement a secondary channel of communication among the nodes using 

DEALER-DEALER ZMQ protocols to have a higher flexibility in the messaging 

handling, one channel was kept exclusive for the object data transfer and deletion 

messages. The other channel is exclusive for the synchronization signals, which 

is responsible for synchronizing the signals which triggers the scripts execution. 

These modifications were implemented from January to February 2026. 
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APPENDIX B – LAMAN, PHYSICAL LAYER IMPLEMENTATION 

This appendix presents an overview of the physical manufacturing 

infrastructure of LAMAN 4.0, which serves as the reference environment for the 

cyber-physical architecture proposed in this thesis. The physical layer provides 

the real-world context against which the Grid-CPS model was conceived, offering 

a concrete basis for understanding the correspondence between simulated 

components and their physical counterparts. 

1 Node Overview 

LAMAN4.0 will be achieved by the application of IoT, Artificial Intelligence 

and Embedded Systems and other Enabling Technologies to make LAMAN 

equipment a Node of the Grid-CPS. By doing so every Node will be a complete 

CPS with all the 5C capabilities. 

a. Node Enabler 

Each part of equipment will be connected to an ESP8266 (Fig.11), a board 

equipped with Wireless Technologies and a CPU which can operate from 80 to 

160MHz. The objective of using ESP8266 is twofold: firstly, cabled connections 

make it difficult to layout changes. A wireless connection is more suitable for I4.0 

flexibility requirements; secondly, its processing capabilities enable the system to 

achieve a decentralized control architecture. 

ESP8266 board is responsible for connecting the physical and the cyber 

layers, enabling distributed computing, and the higher levels of the 5C CPS 

architecture (Fig. 33). 

Figure 33 –ESP8266 

Source: The author (2021). 
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b. Grid-CPS Robotic Nodes 

Each Node responsible for a robot will receive the movement commands 

from a computer running an automatic grasp and trajectory generator for Robots. 

This will enable flexibility for the manufacture cell to self-configure the pick-and-

place task of the robotic arms for different sizes and forms of products. The 

algorithm responsible for the automatic robot control is executed in a CPU, a 

desktop computer or a raspberry pi using the same wireless network of the nodes 

to avoid transmission delay aiming for a robot real-time control. 

Figure 34 – LAMAN 4.0 Grid-CPS Nodes 

Source: The author (2021). 

c. Grid-CPS Tools and Transport Nodes 

For the Conveyor Belt and the machining tools, the controllers will only 

receive messages to start a specific operation and notify the other nodes about 

the end of the operation. The CNC and the Drilling Machine have a set of 

predefined operations that can be selected to address different manufacturing 

tasks. The operation selection for the CNC and Driller will be defined by the Sub 

Task Identification Algorithm running in the fog computing. 
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2 Distributed Computing 

The way communication networks, cloud and fog computing are 

implemented is described as follows. 

a. Wireless Network 

The ESP8266 is equipped with an IEEE 820.11 based communication 

chipset, which will be used to construct an Ad-Hoc network using the 

painlessMesh library. This library creates a self-organizing and self-repairing 

network where all nodes are connected. All nodes in the network are equal. The 

network uses a star topology, avoiding any circular paths. Messages between 

different nodes are sent in JSON format. 

b. The Edge and Fog Computing 

When a Feature Based Model of an object is received to be manufactured 

the feature information is broadcasted and each node identify which subtask is 

possible to be executed by their equipment and claim it. For the present layout, 

every hole will be claimed by the machining node, the milling tasks are expected 

to be claimed by the CNC node. The pick-and-place and assembling tasks will be 

claimed by robot nodes. 

A model of energy and time consumption of the factory will be developed 

and used into an optimization algorithm to evaluate the subtasks execution 

schedule. The optimization algorithm will be executed in a distributed computing 

scheme using the Grid-CPS Nodes for Fog Computing. The system model is built 

online by the knowledge the Nodes extract about themselves using Deep 

Learning to adjust the Model Parameters. Figure 35 illustrates how the 5C 

characteristics are distributed among the Grid-CPS Nodes in the Edge and Fog 

layers. 



129 
 
 

Figure 35 – Edge and Fog Computing Architecture 

Source: The author (2021). 
 

c. Distributed Collaborative Task Coordination and Execution 

Each Grid-CPS node will be provided with the operational requirements of 

another node. The conveyor belt needs to be activated every time a robot places 

an object on it, for example. That requirement must be previously recorded or 

someway informed to the node responsible for the conveyor belt control. Once 

all the operational requirements are provided for all nodes, the task execution 

schedule will be collaboratively built from the nodes’ interaction. A feature-based 

model will be supplied for the Grid-CPS nodes, and each node will claim itself a 

task to fulfill the global objective achievement. To evaluate the sub task execution 

schedule, an optimization algorithm will be used to find the minimum energy and 

time consumption configuration for a given manufacturing task, the optimization 

algorithm will be executed in a fog distributed computing scheme using the Grid-

CPS nodes. 
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Figure 36– Task Identification and Execution Coordination 

Source: The author (2021).  
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APPENDIX C – DESCRIPTION OF SIMULATION SCRIPTS 

This appendix provides a detailed description of the simulation scripts 

developed for the Grid-CPS architecture. Each script corresponds to an 

autonomous computational element within the cyber layer and plays a specific 

functional role in the coordination, control, and communication of the distributed 

manufacturing system. 

1 NW-DEALER 

This subsection describes the scripts associated with the NW-DEALER 

simulation file, which implements the warehouse and central distribution logic of 

the Grid-CPS architecture. The scripts in this group collectively realize the 

coordination of pallet handling, robotic pick-and-place operations, and 

communication with downstream workstations through signal-based interactions. 

Add – manages the dynamic creation and registration of pallets in the 

warehouse rack according to the current number of production requests (np). 

After receiving np and the shared pallet table (mp), it duplicates existing pallet 

objects using sim.copyPasteObjects(), assigns new aliases, places the new 

pallets at predefined rack positions, and updates the pallet registry by appending 

the new handles and positions to the mp table. At the end of each update, the 

script repacks and publishes the modified pallet table through the mp buffer 

signal, ensuring that all other scripts share a consistent and updated pallet 

inventory during operation. 

B2 – acts as a bridge for the Machining Node integration by receiving 

serialized object data through the NMdata buffer signal and reconstructing the 

corresponding pallet and part assembly inside the local scene. After unpacking 

the received data, it creates the required primitive shapes (part and pallet 

components), assembles them into a grouped object, assigns the appropriate 

alias, and attaches the resulting group to the detected transportation board 

handle. Once the object is instantiated and positioned, the script clears the 

incoming buffer and sets NMload to synchronize it with the signal in the NM-

ROUTER so NW-DEALER can proceed with its control cycle. 
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B3 – acts as a bridge for the Machining Node integration by receiving 

serialized object data through the NAdata buffer signal and reconstructing the 

corresponding pallet and part assembly inside the local scene. After unpacking 

the received data, it creates the required primitive shapes (part and pallet 

components), assembles them into a grouped object, assigns the appropriate 

alias, and attaches the resulting group to the detected transportation board 

handle. Once the object is instantiated and positioned, the script clears the 

incoming buffer and sets NAload to synchronize it with the signal in the NA-

ROUTER so NW-DEALER can proceed with its control cycle. 

B4 – acts as a bridge for the Machining Node integration by receiving 

serialized object data through the NQdata buffer signal and reconstructing the 

corresponding pallet and part assembly inside the local scene. After unpacking 

the received data, it creates the required primitive shapes (part and pallet 

components), assembles them into a grouped object, assigns the appropriate 

alias, and attaches the resulting group to the detected transportation board 

handle. Once the object is instantiated and positioned, the script clears the 

incoming buffer and sets NQload to synchronize it with the signal in the NQ-

ROUTER so NW-DEALER can proceed with its control cycle. 

D2 – manages the deletion and bookkeeping associated with teleport-style 

transfers between the NW-DEALER scene and the Machining Node (NM). When 

triggered by the NMDEL and NMADEL signals, it identifies the grouped pallet–

part object referenced by NMBdetect and removes it from the scene when a valid 

handle exists. If the handle is no longer valid, the script instead updates the 

shared pallet registry (mp buffer signal), clearing the corresponding entry and, 

when available, replacing it with the newly created group handle to keep the 

distributed pallet tracking consistent. 

D3 – manages the deletion and bookkeeping associated with teleport-style 

transfers between the NW-DEALER scene and the Assembling Node (NA). When 

triggered by the NADEL and NAADEL signals, it identifies the grouped pallet–

part object referenced by NABdetect and removes it from the scene when a valid 

handle exists. If the handle is no longer valid, the script instead updates the 
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shared pallet registry (mp buffer signal), clearing the corresponding entry and, 

when available, replacing it with the newly created group handle to keep the 

distributed pallet tracking consistent. 

D4 – manages the deletion and bookkeeping associated with teleport-style 

transfers between the NW-DEALER scene and the Quality Node (NQ). When 

triggered by the NQDEL and NQADEL signals, it identifies the grouped pallet–

part object referenced by NQBdetect and removes it from the scene when a valid 

handle exists. If the handle is no longer valid, the script instead updates the 

shared pallet registry (mp buffer signal), clearing the corresponding entry and, 

when available, replacing it with the newly created group handle to keep the 

distributed pallet tracking consistent. 

F2 – controls the Machining workstation brake, using two proximity 

sensors (S2A and S2B) to detect an approaching transportation board and its 

payload. When a valid board is aligned and the NM node is ready, it captures the 

detected object handles (NMdetect and NMBdetect), temporarily attaches the 

board to the F2 connector, and triggers the deletion and transfer sequence by 

issuing NMADEL. After the remote scene reconstructs the pallet and part objects, 

the script waits for NMload and then completes the transfer by reattaching the 

recreated object to the local board, updating NMpass to release the board for 

continued transport and coordination signals for the next cycle. 

F2S – implements the ZMQ-based communication endpoint that connects 

the NW-DEALER scene to NM-ROUTER using a DEALER socket. When a 

pallet/board is detected (NMBdetect and NMdetect), it packages the relevant 

object identifiers and aliases into a table and transmits this payload to the remote 

router for synchronization and object reconstruction. It then processes responses 

from the remote side to coordinate the transfer sequence, including triggering 

local deletion (NMDEL), publishing reconstruction data received via NMdata, and 

managing coordination signals such as NMpass and NMwork. The script ensures 

the transfer handshake completes before the board is released for continued 

operation. 
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F3 – controls the transfer point to the Assembling Node (NA) by monitoring 

two proximity sensors (S3A and S3B) to detect an approaching transportation 

board and its payload. When a board is aligned and NA is ready, it captures the 

detected object handles (NAdetect and NABdetect), temporarily attaches the 

board to the F3 connector, and triggers the transfer sequence by issuing 

NAADEL. After completion, the script manages release coordination through 

NApass, detaching the board from the connector and clearing related detection 

signals to prepare for the next cycle. 

F3S – implements the ZMQ communication endpoint that connects the 

NW-DEALER scene to NA-ROUTER using a DEALER socket. When a 

board/payload is detected (NABdetect and NAdetect), it packages the relevant 

object handles and aliases and sends them to the remote router to synchronize 

the transfer and enable object reconstruction on the NA side. It processes the 

router responses to coordinate the transfer handshake, including triggering local 

deletion (NADEL), publishing received reconstruction data via NAdata, and 

managing coordination flags such as NApass and NAwork. The script closes the 

ZMQ socket and context during cleanup to ensure proper resource release. 

F4 – controls the transfer point to the Quality Node (NQ) by monitoring two 

proximity sensors (S4A and S4B) to detect an approaching transportation board 

and its payload. When a board is aligned and NQ is ready, it captures the 

detected object handles (NQdetect and NQBdetect), temporarily attaches the 

board to the F4 connector, and triggers the transfer sequence by issuing 

NQADEL. After completion, the script manages release coordination through 

NQpass, detaching the board from the connector and clearing related detection 

signals to prepare for the next cycle. 

F4S – implements the ZMQ communication endpoint that connects the 

NW-DEALER scene to NQ-ROUTER using a DEALER socket. When a 

board/payload is detected (NQBdetect and NQdetect), it packages the relevant 

object handles and aliases and sends them to the remote router to synchronize 

the transfer and enable object reconstruction on the NQ side. It processes the 

router responses to coordinate the transfer handshake, including triggering local 
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deletion (NQDEL), publishing received reconstruction data via NQdata, and 

managing coordination flags such as NQpass and NQwork. 

FH – implements the hold brake at the warehouse transfer point. When a 

transportation board is identified via the FHC signal and aligned with the hold 

region, the script activates the corresponding board control signal, attaches the 

board to the brake connector, and sets its pose to stop motion deterministically. 

After locking the board, it notifies the warehouse supervisory logic by setting 

NWC signal, enabling the next stage of pallet handling (Push or Pull) to proceed 

while preventing board release during the operation. 

FR – controls the release brake at the warehouse transfer point. When 

triggered by the FRC signal, it retrieves the target transportation board handle, 

checks whether it is currently attached to the brake connector, and then releases 

it by detaching the board and resetting its motion-control signal. After releasing 

the board, the script clears FRC to complete the cycle and prepare the brake for 

the next incoming board. 

NW – implements the main supervisory control logic of the Warehouse 

Workstation. It monitors production requests, pallet and board detection signals, 

and system state flags to determine whether pallets should be pushed onto or 

pulled from transportation boards. Based on these conditions, the script activates 

the warehouse robot and triggers the appropriate downstream control signals. 

Operating through a coroutine synchronized by signals, the script ensures 

coordinated execution of push and pull operations while preventing conflicting 

actions. Overall, it functions as the central decision-making component governing 

material flow and robot activation within the warehouse workstation. 

P0 – initializes the warehouse pallet inventory by creating the base pallet 

object (P0) at the start of the simulation. It procedurally builds the pallet assembly 

(pallet body, handles, and an example part), groups the shapes into a single 

object, places it on the rack, and assigns the alias “P0”. After creating the object, 

the script registers the pallet handle and its position in the shared mp buffer 

signal, either by appending to an existing pallet table or by creating a new one. 
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Once initialization is complete, the script detaches and disables itself to avoid 

further execution. 

P1 – initializes the warehouse pallet inventory by creating the base pallet 

object (P1) at the start of the simulation. It procedurally builds the pallet assembly 

(pallet body, handles, and an example part), groups the shapes into a single 

object, places it on the rack, and assigns the alias “P1”. After creating the object, 

the script registers the pallet handle and its position in the shared mp buffer 

signal, either by appending to an existing pallet table or by creating a new one. 

Once initialization is complete, the script detaches and disables itself to avoid 

further execution. 

Push – responsible for selecting a pallet stored on the rack and initiating 

a push operation onto a transportation board. Upon receiving a push request 

signal, it iterates through the registered pallet list and identifies a pallet currently 

parented to the rack. Once a valid pallet is found, the script issues a control signal 

to trigger the robot push routine and clears the activation signal to avoid repeated 

execution. In this role, the script bridges pallet inventory management and robotic 

actuation for warehouse dispatch operations. 

Pull – manages the retrieval of a pallet from a transportation board and 

initiates the corresponding robot pull operation. Upon receiving a pull request 

signal, it forwards the selected pallet identifier to the robot control logic and 

retrieves the associated pallet metadata from the shared buffer. The script 

extracts the relevant pallet information and publishes it through a dedicated buffer 

signal to support subsequent control actions. By clearing the activation signal 

after execution, it ensures synchronized and conflict-free coordination of pull 

operations within the warehouse workstation. 

R – controls the warehouse robot’s pick-and-place execution, performing 

push and pull operations commanded by the supervisory logic. it waits for RPush 

or RPull and associated signals that computed relative to pallet and rack/board 

positions then uses Ruckig online trajectory generator to move the robot target 

through by the placement poses. Actuates the gripper via NWgripper, and 

completes the transfer by programmatically repositioning and re-parenting the 
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pallet when required. At the end of each cycle, it resets coordination signals (e.g., 

FRC, NWpass, S1AR) and disables itself until reactivated. 

Req – provides the user interface for defining the number of production 

requests in the simulation. It creates a simple CoppeliaSim UI with a spinbox (0–

18) and updates the global np integer signal whenever the user changes the 

value. In this role, it functions as the interactive entry point for initiating and 

adjusting production demand, allowing the rest of the warehouse control logic to 

react to the selected request quantity. 

2 NM-ROUTER 

The scripts contained in the NM-ROUTER scene collectively manage local 

sensing, robotic manipulation, object reconstruction, and coordination with NW-

DEALER through ZMQ-based communication. Each script is modeled as an 

independent computational node, and their interactions are orchestrated through 

explicit signal exchange, reflecting the distributed and System-of-Systems nature 

of the proposed CPS. 

B2 – acts as the local reconstruction bridge for the Machining Node, 

creating a pallet and part objects from the transfer metadata received via the data 

signals. After identifying the part type (cuboid or cylinder), it generates the 

corresponding primitive geometry, builds the pallet structure, groups the shapes 

into a single object, assigns the received alias, and attaches the resulting group 

to the local transportation board handle (T) at a fixed reference pose. To keep 

identification consistent across scenes, the script also updates the transportation 

board alias based on the transmitted board index and sets a synchronization 

signal before clearing the input signals. During cleanup, it restores the default 

alias of the board object. 

Bf – manages the final attachment and alignment of the transferred pallet 

(and its part) at the Machining Node buffer. When triggered by the B2 and 

NMBdetect signals, it checks whether the detected pallet is spatially aligned with 

the local reference point and, if so, re-parents the pallet to the buffer object to 

“lock” it in place and prevent unintended displacement. If a part handle is 
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provided, the script also reattaches the part to the pallet and enforces a fixed 

relative placement pose. In this way, Bf completes the local stabilization of the 

teleported assembly before machining operations continue. 

D2 – performs the local deletion step required by the teleport-style transfer 

workflow for the Machining Node. When triggered by the DEL flag, it retrieves the 

current grouped pallet–part object referenced by NMBdetect and, if the handle is 

valid, identifies the associated part (child object) and removes both from the 

scene. After deletion, the script clears coordination variables used in the 

machining workflow, including the part handle signal (PCM), the shared routing 

buffer (NMRP), and the deletion trigger (DEL). This ensures the local node state 

is reset and ready for the next incoming transfer cycle. 

Drill – implements the machining effect of the drilling station by detecting 

when a part enters the drill workspace using sim.checkCollision(). When a 

collision is detected with a valid workpiece (excluding the drill’s parent), the script 

temporarily changes the objects collision properties, applies a geometric 

modification to the part (scaling its height), and attaches the part to the drill object 

to keep it fixed during the operation. A simple execution flag (count) ensures the 

machining action is applied only once per cycle, preventing repeated 

modifications while the same part remains within the drilling region. 

F2 – script controls the machining transfer point by monitoring the 

proximity sensors S2A/S2B to detect an incoming transportation board and its 

payload. When a board is aligned and the machining node is available (NMwork 

≠ 1 and NMpass ≠ 1), it captures the detected object handles (NMdetect and 

NMBdetect), activates the board’s motion-control signal (via its alias), and 

temporarily attaches the board to the F2 connector to hold it in a deterministic 

position. After the remote reconstruction step is completed, the script waits for 

NMload and finalizes the transfer by reattaching the reconstructed pallet group to 

the board and positioning it at a fixed offset. It then sets NMpass to release the 

board for transport, triggers NMsend to propagate the updated handle 

downstream, and clears transfer-related signals and buffers to prepare for the 

next cycle. 
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F2S – implements the ROUTER side ZMQ for the Machining Node, binding 

to the local TCP endpoint and handling the message exchange with the NW-

DEALER. It receives transfer requests (object handles and aliases), unpacks the 

payload, and publishes the decoded fields into a signal (data) that drive the 

reconstruction logic executed by the bridge script. The script coordinates the 

transfer handshake by issuing a “delete” command back to the requester and by 

triggering local deletion via the DEL signal when required. After the pallet is 

reconstructed and attached locally, it waits for NMsend, packages the updated 

object identifiers and aliases, and returns this payload to the requester so the 

distributed pallet registry and downstream coordination remain consistent. 

Mill – implements the machining effect of the milling station by detecting 

when a part enters the mill workspace using sim.checkCollision(). When a 

collision is detected with a valid workpiece (excluding the mill’s parent), the script 

temporarily changes the objects collision properties, applies a geometric 

modification to the part (scaling its weight), and attaches the part to the mill object 

to keep it fixed during the operation. A simple execution flag (count) ensures the 

machining action is applied only once per cycle, preventing repeated 

modifications while the same part remains within the milling region. 

NM – implements the supervisory control logic of the Machining 

Workstation, coordinating when the machining robot should execute its cycle 

after an inter-scene transfer. It waits for the synchronization signal Bridge and for 

the detection signals NMdetect and NMBdetect, which identify the incoming 

transportation board and the associated pallet and part object. Once the pallet 

handle is valid and the robot script is currently disabled, the NM script evaluates 

whether the workstation is free (NMpass ≠ 1) and whether the pallet contains a 

part (child object exists). If machining is required, it enables the robot script and 

signals back to the router using NMDC, clearing the handshake flags to avoid 

repeated triggering. If no part is present, it bypasses machining by setting 

NMpass and still issuing NMDC so the transfer point can release the board. An 

internal variable (PL) prevents reprocessing the same pallet across multiple 

cycles. 
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R – executes the Machining Node robot cycle, performing the pick-and-

place sequence required to move the pallet between the transportation board and 

the machining buffer and to transfer the part between the pallet and the machining 

area. It drives motion using sim.moveToPose() with bounded velocity, 

acceleration, and jerk parameters. When triggered by the NMRP buffer signal, 

the script sets NMwork to lock the workstation, follows the pose sequence stored 

in NMRP, and actuates the gripper via NMgripper. During the cycle it signals 

intermediate synchronization states (e.g., B2) and, at completion, sets NMload to 

indicate that the pallet is ready to be released back to the transfer point. Finally, 

it clears working signals/buffers and disables itself until reactivated by the NM 

supervisory logic. 

RP – generates the robot motion plan for the Machining Node by selecting 

the appropriate machining routine based on the part type currently mounted on 

the detected pallet. After synchronization via RPC and NMBdetect signals, it 

checks whether the pallet contains a part and reads the part alias (e.g., Cuboid 

or Cylinder) to decide between the Drill or Mill workstation. For the selected 

process, the script computes reference poses around the corresponding machine 

and packages a sequence of target poses into the NMRP buffer signal. It also 

publishes the part handle through PCM signal so other scripts can attach or 

manage the part during the cycle. If no valid part is found, it sets NMpass to 

bypass machining and allow the board to proceed. 

3 NA-ROUTER 

The scripts of NA-ROUTER interact through explicit signal exchange and 

ZMQ-based communication to synchronize local robotic actions with the global 

production flow of the Assembling Workstation within the Grid-CPS architecture. 

The following subsections describe the purpose and behavior of each script 

implemented in NA-ROUTER, detailing their role in sensing, control, 

communication, and coordination within the assembling process. 

B3 – acts as the local reconstruction bridge for the Assembling Node, 

creating a pallet–part assembly from the transfer metadata received via the data 

signals. After identifying the part type (cuboid or cylinder), it instantiates the 
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corresponding primitive geometry, builds the pallet structure, groups the shapes 

into a single object, assigns the received alias, and attaches the resulting group 

to the local transportation board handle (T) at a fixed reference pose. To maintain 

consistent identification across distributed scenes, the script also updates the 

transportation board alias using the transmitted board index and sets the 

synchronization signal Bridge before clearing the input signals. During cleanup, 

it restores the default alias of the board object. 

Bd – manages the assembly-board grouping logic by incrementally 

attaching detected parts to the local board object and generating a grouped 

assembly representation. It publishes the board handle through the Mesa signal 

and then waits for incoming component handles via NABM. For each received 

handle, the script checks spatial proximity to the current reference object using 

sim.checkDistance() and, when aligned, re-parents the component to the board 

or previous component to build the assembly structure. Once the expected 

number of elements is reached, it groups the resulting shapes into a single object 

(GP), reports completion through NAmount and GP signals, and resets its internal 

list to prepare for the next assembly cycle. 

Bf – stabilizes the transferred pallet and the assembled object at the 

Assembling Node buffer interface after an inter-scene transfer. It monitors 

NABdetect and verifies that the detected pallet is spatially aligned with the local 

buffer reference (B3). When alignment is achieved and the synchronization flag 

B3==1 is set, it re-parents the pallet to the buffer object and resets B3 to complete 

the attachment step. In addition, when a grouped assembly object (GP) becomes 

available, the script attaches GP to the pallet and enforces a fixed relative 

placement pose. This ensures that both the pallet and its assembled payload are 

consistently positioned before subsequent workstation actions proceed. 

D3 – performs the local deletion step required by the teleport-style transfer 

workflow for the Assembling Node. When triggered by the DEL signal, it retrieves 

the current grouped pallet and assembly handle from NABdetect and, if valid, 

removes the associated child part (when present) and then removes the grouped 

object itself from the scene. After deletion, the script clears coordination variables 
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used in the assembling workflow, including the part handle signal (PCM), the 

robot motion buffer (NARP), and the deletion trigger signal (DEL) to prepare for 

the next assembly cycle. 

F3 – controls the assembling transfer point by monitoring the proximity 

sensors S3A and S3B to detect an incoming transportation board and its payload. 

When the workstation is available (NAwork ≠ 1) and the board is not already in a 

transfer cycle (NApass ≠ 1), it captures the detected pallet handle via NABdetect, 

identifies the board handle via NAdetect, and temporarily attaches the board to 

the F3 connector to hold it in a deterministic pose. Once alignment is confirmed 

(position tolerance relative to F3S), the script initiates the transfer by fixing the 

board to the connector and publishing the detection signals used by the ZMQ 

gateway and reconstruction scripts. After the remote side completes its step and 

the workflow sets NApass, the script releases the board by detaching it from the 

connector and clearing detection signals to prepare for the next cycle. 

F3S – implements the ROUTER-side ZMQ gateway for the Assembling 

Node, binding to the TCP endpoint used by the NW-DEALER scene and 

managing the message exchange that supports inter-scene pallet transfer. It 

receives incoming transfer payloads, unpacks the metadata table, and publishes 

the decoded fields into local coordination and data signals, which are then 

consumed by the bridge/reconstruction logic. As part of the transfer handshake, 

the script responds to the requester with a “delete” command and triggers the 

local deletion routine through DEL. Once reconstruction and local attachment are 

completed, it waits for the NAsend signal, packages the updated pallet handle 

and (if present) the child-part handle and aliases, and returns this payload to the 

requester to keep the distributed pallet registry synchronized. It also supports 

workstation coordination by replying with NADC (cycle-complete) and NAWclean 

status messages when appropriate. 

NA – acts as the main coordinator for the Assembling Workstation, 

controlling the decision logic that determines whether an incoming pallet should 

be processed, bypassed, or moved into the workstation buffer for assembly. It 

relies on the detection signals NAdetect (board handle) and NABdetect 
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(pallet/group handle) published by F3 and uses NAwork and NApass as gating 

flags to prevent conflicts during active operations. When the pallet is still on the 

transportation board (parent = T), the script decides between NAPush (send the 

pallet into the workstation buffer for processing when a part is present) and 

NApass (skip the workstation when the pallet is empty). Once the pallet is in the 

buffer (parent = B3), the script orchestrates the assembly sequence by sending 

individual part handles to the board-building routine via NABM until the expected 

count is reached (NAmount), and triggering board-level actions via NAMB when 

the assembly setup is complete. When the pallet becomes empty, it packages 

the pull-back context into the NAPull buffer signal so downstream scripts can 

return the pallet to the transportation board and reset NAmount for the next cycle. 

Pull – executes a return transfer in the Assembling Node, moving a pallet 

from the local buffer back to the transportation board after processing. It is 

triggered by the NAPull buffer signal and temporarily locks the workstation by 

setting NAwork. Using a fixed set of motion targets, the script performs a pick-

and-place sequence (activate NAgripper, lift, translate, and release) to reposition 

the pallet. It then reads NAPull to obtain the pallet and destination board handles, 

re-parents the pallet to the board at a standard pose and publishes NAsend so 

the ZMQ gateway can report the updated pallet handle back to the requesting 

scene. Finally, it sets NApass to release the board, clears NAPull, and removes 

NAwork to resume normal operation. 

Push – executes a transfer in the Assembling Workstation, moving a pallet 

from the transportation board into the local buffer area for assembly. It is triggered 

by the NAPush signal and locks the workstation during execution by setting 

NAwork. Using a predefined set of target poses, the script performs a pick-and-

place sequence (approach, grasp via NAgripper, lift, move, and release) to 

relocate the pallet onto the buffer reference. After placement, it raises B3=1 to 

notify the buffer-attachment script that the pallet is ready to be re-parented and 

stabilized. Finally, it returns the robot to its initial pose, clears NAPush, and 

releases NAwork to allow the next control cycle. 
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df – controls the transfer of part from the assembling/processing target 

area inside Assembling Workstation to the local buffer. It is triggered by the 

NAMB signal and sets NAwork=1 to lock the workstation while the robot executes 

the motion sequence. Using motion functions (simIK + sim.moveToPose), the 

robot moves through a small set of predefined poses to approach the assembling 

board, grasp the part by enabling NAgripper, move to the target placement pose, 

release the part, and then retreat to a safe pose. At the end, the script clears 

NAMB and NAwork, signaling that the buffer-to-target transfer step has finished 

and that the NA control loop can proceed. 

fd – executes a robotic pick-and-place move from the pallet (on the 

buffer/board interface) into the assembly workspace, and it is triggered by the 

NABM signal. When activated, it sets NAwork=1 to lock the NA node during 

motion execution. Using trajectory execution functions (simIK + 

sim.moveToPose), the robot moves to an approach pose, descends to grasp the 

part (NAgripper=1), retracts, moves toward the target area, then places and 

releases the part (NAgripper=0). During placement it updates NAmount (set to 2) 

to reflect progress in the assembly sequence. Finally, it clears NABM and 

NAwork, releasing the workstation for the next control step. 

4 NQ-ROUTER 

The scripts of NQ-ROUTER interact through explicit signal exchange and 

ZMQ-based communication to synchronize local robotic actions with the global 

production flow of the Quality Workstation within the Grid-CPS architecture. The 

following subsections describe the purpose and behavior of each script 

implemented in NQ-ROUTER, detailing their role in sensing, control, 

communication, quality verification, discard handling, and coordination of pallet 

and part flows across the quality inspection process. 

B4 - creates (or reconstructs) the pallet and part in the NQ scene after a 

ZMQ transfer. It interprets the incoming object metadata (e.g., geometry/type and 

identifiers), builds the corresponding primitive shapes, groups them into a single 

pallet entity, assigns aliases, and places the resulting group onto the local 

transportation board reference. It also sets synchronization flags (e.g., Bridge) so 
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that the NQ node can proceed with local handling once the object exists in the 

scene. 

Bd – manages the quality board object and detects when a new 

component has been positioned close enough to be mounted onto it. The script 

waits for the NQBM signal, which carries the handle of a part (shape to be 

checked). When triggered. It then uses sim.checkDistance() to confirm that the 

received part is near. If the condition is satisfied, the part is parented to the table 

(physically attaching it), the signal NQcheck is set to enable the inspection in the 

main NQ script, and NQBM is cleared to avoid repeated processing. 

Bf – handles fine alignment and parenting when a pallet or assembled 

group reaches the B4 reference frame. Once the incoming pallet is close enough 

it finalizes the attachment (parent/pose corrections) and clears the “attach 

request” flag (B4=0) so subsequent scripts can safely manipulate the pallet 

contents. In practice, this script stabilizes the handover point between “arrived” 

and “ready-to-handle”. 

D4 – performs deletion operations triggered by inter-scene transfer or 

discard workflows. When the delete signal is asserted, D4 removes the pallet 

group (and its child part, when applicable), clears transient control signals, and 

resets buffers used for motion planning or ZMQ responses. This keeps the NQ 

scene consistent after a teleportation event or after objects are intentionally 

removed from the system. 

df - executes the robot motion required to transfer a detected component 

from the quality workstation area to the mounting/inspection table. It waits for the 

NQMB signal, then raises the NQwork flag to block concurrent actions while the 

transfer is in progress. Using an moveToPose() routine and a predefined pose 

sequence (RP), the robot moves to the pickup region (near the quality board), 

activates the gripper (NQgripper=1) to grasp the part, and then moves to the 

mounting table approach pose to place it. After releasing the part (NQgripper=0), 

the script returns to a safe pose, clears NQMB, and resets NQwork, indicating 

that the mounting operation has finished and the controller can resume other 

tasks. 
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F4 – implements the local detection and handover control at the Quality 

Workstation input interface. Using proximity sensors (e.g., S4A/S4B) it detects 

incoming boards/pallets, captures both the board handle and the pallet handle, 

and sets the key state signals (e.g., NQdetect, NQBdetect, and pass/attach 

flags). It also manages the attach-point parenting (connector object) so that the 

pallet remains fixed during transfer operations and releases the pallet once the 

“pass” condition is satisfied. 

F4S – communication gateway of the NQ-ROUTER scene. It instantiates 

a ZeroMQ ROUTER socket, binds it to a TCP endpoint, and continuously relays 

messages between NW-DEALER and the local Quality-node logic via simulation 

signals. Incoming ZMQ payloads are interpreted as either control commands 

(e.g., "delete", "deleted", or status/handshake strings) or serialized object data 

(Lua tables). When object data is received (#data > 7), the script unpacks the 

table and writes its fields into local signals (data1..data5, data3, data4), effectively 

exposing the received state to other scripts responsible for reconstruction, 

placement, or coordination. For outbound communication, F4S waits for a local 

“send-ready” flag (in this version, NQsend) and builds a reply message containing 

the object handle plus optional child/alias metadata. It then packs this table and 

sends it back to the requester using the ROUTER identity frame (id). In parallel, 

it supports a delete/acknowledgement loop: when "delete" is received it raises a 

deletion trigger (DEL=1), and when a local completion flag is set (NQDC==1) it 

pushes an acknowledgement message back to the remote peer before clearing 

the flag. 

fd – executes the complementary pick-and-place primitive used by NQ for 

forward placement (from buffer to quality board). It waits for the corresponding 

trigger signal, sets NQwork to lock the workstation, moves through approach and 

placement poses, controls NQgripper, and updates the quality progress signal 

(NQmount) so the NQ script can decide when the inspection stage is ready. 

MO - implements the discard workflow for defective parts. It is triggered by 

NQMO, reads the object handle to be discarded, and executes an IK motion 

sequence that approaches the discard pick pose, grasps the defective part 
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(NQgripper=1), moves to a discard location, releases the part (NQgripper=0), and 

deletes the object from the simulation (sim.removeObjects(pc)), finalizing the 

removal from the production flow. Throughout execution, MO asserts NQwork to 

avoid concurrent manipulation, then clears NQMO and releases NQwork once 

the object is removed. 

NQ - is the control coordinator for the Quality Workstation. After receiving 

B4 (bridge readiness), it continuously waits for NQdetect and reads the 

associated pallet handle (NQBdetect). Based on pallet location and content, it 

decides among three main actions setting signals. NQPush if the pallet is at the 

workstation board and contains a part, it triggers placement/movement actions 

for local processing. NQpass if the pallet is empty (no child object), it releases the 

pallet to continue the line. NQPull if the pallet is parked at the bridge point and 

the quality table is free, it prepares the pull buffer and triggers the robot to bring 

the pallet to the local workstation. In addition, NQ coordinates the quality check 

phase, when NQcheck is enabled, it inspects what is mounted on the quality 

board. If the mounted object matches the expected assembled group, it triggers 

the appropriate “move back” flow, otherwise it routes the object to the discard 

pipeline by setting NQMO. This logic makes NQ the central dispatcher that 

connects incoming flow control, workstation manipulation, and discard handling. 

Pull – executes a return transfer in the Quality Workstation, moving a pallet 

from the local buffer back to the transportation board after processing. It is 

triggered by the NQPull buffer signal and temporarily locks the workstation by 

setting NQwork. Using a fixed set of motion targets, the script performs a pick-

and-place sequence (activate NQgripper, lift, translate, and release) to reposition 

the pallet. It then reads NQPull to obtain the pallet and destination board handles, 

re-parents the pallet to the board at a standard pose and publishes NQsend so 

the ZMQ gateway can report the updated pallet handle back to the requesting 

scene. Finally, it sets NQpass to release the board, clears NQPull, and removes 

NQwork to resume normal operation. 

Push – executes a transfer in the Quality Workstation, moving a pallet 

from the transportation board into the local buffer area for quality check. It is 
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triggered by the NQPush signal and locks the workstation during execution by 

setting NQwork. Using a predefined set of target poses, the script performs a 

pick-and-place sequence (approach, grasp via NQgripper, lift, move, and 

release) to relocate the pallet onto the buffer reference. After placement, it raises 

B4=1 to notify the buffer-attachment script that the pallet is ready to be re-

parented and stabilized. Finally, it returns the robot to its initial pose, clears 

NQPush, and releases NQwork to allow the next control cycle. 
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APPENDIX D – GRID-CPS COGNITION BENCHMARK SCENARIO 

This appendix presents an optimization scenario designed to demonstrate 

the practical relevance of higher-level CPS capabilities within Grid-CPS. While 

previous chapters validated the correctness, feasibility, and distributed execution 

of the Cyber layer, this scenario highlights how Grid-CPS evolves from 

deterministic sequencing toward adaptive and optimized behavior, a key 

requirement of I4.0 systems. From a CPS perspective, such adaptability activates 

the Cognition and Configuration levels of the 5C architecture, moving beyond 

mere data acquisition and local awareness. The scenario achieves this by 

embedding optimization into realistic operational conditions, allowing 

transportation boards to circulate freely, decoupling workstation execution, and 

enabling nodes to make localized optimization. 

Cognition emerges from distributed interactions among autonomous 

nodes rather than from a centralized controller, reinforcing the System-of-

Systems nature of Grid-CPS. This approach also emphasizes that optimization 

is not driven by a single digital twin but emerges from coordinated local reasoning 

and shared information across the distributed cyber layer. Ultimately, the 

scenario serves as a benchmark to evaluate the architecture under more realistic 

and complex conditions, confirming that Grid-CPS is not only structurally aligned 

with the 5C model but also capable of enabling adaptive, intelligent, and 

reconfigurable manufacturing behavior. All the modifications made are detailed 

following. 

1 Benchmark Scenario Implementation 

A limited optimization scenario was developed to demonstrate the 

Cognition Level attributes of GRID-CPS. In this scenario two production requests 

are made. The first production request is added as two pallets containing brute 

parts to be processed and manufactured by the Machining and Assembling 

Workstation, the second production request adds a pallet containing a machined 

and assembled part, which is ready to be checked by the Quality Workstation. 

This second production request must arrive in the Quality Workstation as soon 

as it is triggered by the production request user interface. The following sections 
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detail how the simulation scenes were modified to implement this optimization 

scenario. 

a. Conveyor Belt Movement Flexibility 

In order to enable an optimization scenario, the transportation boards must 

have the possibility of freely moving around the conveyor belt loop. The robots’ 

scripts were modified to send a signal for the conveyor belt indicating that the 

pallet was successfully taken from the transportation board, this signal was used 

to trigger the conveyor belt movement permitting the production flow to continue 

while the robots are busy executing any task. 

b. Increased Communication Capabilities 

As the amount of signal exchange between the simulation scenes 

increased it was necessary to adapt the communication scripts. First F2S and 

F3S were divided into two scripts each. Now one script (F2SA and F3SA) is 

responsible for sending the geometric data between the simulation scenes, and 

other script (F2SB and F3SB) are responsible for synchronizing the signals 

between the simulation scenes. The nodes which process geometric data use 

DEALER/ROUTER protocols while the signal synchronization nodes use 

DEALER/DEALER protocols. In the DEALER/ROUTER protocol the first 

message must be sent by the DEALER in order that the ROUTER can obtain the 

DEALER ID and establishes the message routing. In the DEALER/DEALER 

connection no ID is needed for the messaging interchange, so any side of the 

DEALER/DEALER connection can start the communication process resulting in 

a more flexible messaging scheme. 

c. Manufacturing Process Identification  

Some modifications were implemented to simulate the use of RFID 

systems to enable the workstations to correctly select which pallets should be 

processed and which should be ignored. For example, the Assembling 

Workstation should process only parts which have been previously processed by 

the Machining Workstation. This is done by including an “M” suffix in the part 

alias, now the brake script will hold a pallet only if it has a child object which alias 
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contains a “M” suffix. String parsing methods were used in the brake script to 

enable this identification system. The Machining Workstation will allow only parts 

containing a “W” suffix while the Quality Workstation will accept only parts with a 

“GP” (Grouped Parts) alias. Finally, the Warehouse will only store back parts with 

“GPQ” alias. 

2 Nodes and Signal Diagrams 

In order to have a more flexible manufacture system some structural 

modifications were applied to the system. Overall modifications were made in two 

levels; first the communication protocols were restructured to enable more flexible 

communication among the simulation instances; second the brake scripts were 

restructured to allow them to release the transportation boards as soon as the 

pallets are taken out and to hold the next empty board as soon as the robot asks 

for it. Next sections detail the modified architecture. 

a. Warehouse and Conveyor Nodes 

Figure 37 presents the modified architecture, which introduces two 

communication channels for each pair of simulation scenes, for example, F2SA 

and F2SB, to enable more flexible interaction with the NM simulation scene. 

Additional signals were incorporated to improve orchestration between the brake 

system and the communication scripts. 

F2SA and F3SA implement a DEALER/ROUTER communication protocol 

and are responsible for handling pallet and part teleportation to the other 

simulation scenes. In contrast, the F2SB and F3SB use a DEALER/DEALER 

protocol and manage signal synchronization among different simulation 

instances. This protocol choice was necessary to ensure more flexible 

communication and to provide finer control over script execution and 

coordination. All the other nodes work the same way as was previously detailed 

in chapter 4.  
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 Figure 37– Modified NC and NW Nodes and Signals Diagram  

Source: The author (2026). 

b. Machining Node 

Figure 38 presents the modified architecture of the NM scene simulation, 

which introduces two communication channels, F2SA and F2SB, to enable more 

flexible interaction with the break script running in NW and NC simulation scene. 

The script responsible for deleting objects was divided in two dedicated scripts, 

DTb is responsible for deleting the Transportation Board, while DP is responsible 

for deleting the Pallet and any child object over it. DTb is also responsible for 

reactivating the robot movement after waiting for a new Transportation Board 
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detection. This action is triggered by a specific signal sent from the brake script 

running in the NW and NC simulation scene. The four signals the script R 

continuously send to F2SB are responsible for the synchronization among the 

robot in NM scene and the brake system in the conveyor belt. 

Figure 38– Modified NM Nodes and Signals Diagram 

Source: The author (2026). 

c. Assembling Node 

Figure 39 presents the modified architecture of the NA scene simulation. 

In this scene two communication channels were also implemented, F3SA and 

F3SB, enable a more complex interaction between the break script running in 

NW and NC simulation scene and the Assembling Workstation. DP and DTb 

follow the same logic implemented in the NM scene.  

The difference here is that we have a more complex robot movement 

which is controlled by four scripts. Here F3SB receives three signals from Pll and 

one signal from Psh which are responsible for picking and placing the pallet on 

and from the transportation board. All these signals are used for control 
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coordination between the robot in the Assembling Workstation and the conveyor 

belt in the Warehouse and Conveyor Nodes scene. F3SA is only responsible for 

passing the geometric data received through ZMQ protocol for the script 

responsible for recreating the objects in this simulation instance (B3).  

Figure 39– Modified NA Nodes and Signals Diagram 

Source: The author (2026). 

d. Quality Node 

No changes were made to the original architecture presented in chapter 4 

in the Quality Workstation for this optimization scenario. Since the main objective 

was to simulate the delivery of a complete piece to this node while the other nodes 

were occupied in the manufacturing process of another parts no modifications 

were required.  

3 Final Considerations 

The implemented modifications resulted in an optimized production 

system in which partially completed parts are dynamically identified and routed 
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to the appropriate workstation for final processing and delivery. In this scenario, 

two production requests are completed within the time previously required for a 

single production cycle, significantly improving overall system efficiency. 

Furthermore, the same approach can be extended to support more complex 

optimization scenarios by introducing additional parts at different stages of 

production. This scenario demonstrates the effective realization of the Cognition 

level within Grid-CPS. 
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que esta é a versão final aprovada pela comissão julgadora da dissertação/tese intitulada: “GRID-

CPS: A 5C COMPLIANT DISTRIBUTED CYBER-PHYSICAL SYSTEM FOR I4.0 

MANUFACTURE AUTOMATION” de autoria do acadêmico Jônatas Venancio Teixeira. 

 

Joinville, 10 de abril de 2026. 

 

Assinatura digital do orientador: 

 

_______________________________________ 

Marcelo da Silva Hounsell 
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